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Glossary of Key Terms
Attribute-Based A security model that manages data access based on attributes of the
Access Control user, the data object, and the environment (e.g., location, time of day),
(ABAC) offering more granular control than traditional role-based methods.

The ability of a system to easily swap or upgrade cryptographic
Crypto-Agility algorithms with minimal disruption, future-proofing it against new threats
and evolving standards.

A lattice-based digital signature algorithm selected and standardized by
NIST (FIPS 204) for Post-Quantum Cryptography, used to prove
authenticity and data integrity.

CRYSTALS-Dilithium
FIPS 204 (ML-DSA)

CRYSTALS-Kyber FIPS A lattice-based key-encapsulation mechanism (KEM) selected and
203 (ML-KEM) standardized by NIST (FIPS 203) for general post-quantum encryption
and establishing shared secret keys.

A network of independent, decentralized nodes that securely fetch and
verify external, off-chain data and deliver it to on-chain smart contracts.
Examples include Chainlink and Band Protocol.

Decentralized Oracle
Network (DON)

A type of Distributed Ledger Technology (DLT) that allows for high
transaction throughput and low fees by processing transactions in
parallel, making it suitable for loT and high-volume applications.

Directed Acyclic
Graph (DAG)

FIPS (Federal A U.S. government standard for cryptographic modules. FIPS 140-3
Information validation is a mandatory and lengthy certification process required
Processing Standard)  for products used by federal agencies and in regulated industries.
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Harvest Now, Decrypt
Later (HNDL)

Intel SGX (Software
Guard Extensions)

Perfect Forward
Secrecy (PFS)

Post-Quantum
Cryptography (PQC)

Q-InfoSecur™

Q-SecurKey™

Self-Healing

SLH-DSA FIPS 205
(SPHINCS+)

Trusted Execution
Environment (TEE)

Zero-Knowledge Proof

(ZKP)

An attack strategy where adversaries collect and stockpile vast
amounts of currently encrypted data with the intent of decrypting it
in the future once a powerful quantum computer is available.

A hardware-based confidential computing technology that creates
secure, isolated memory regions called "enclaves" to protect code and
data in use from a compromised host system.

A security feature in communication protocols that generates unique,
temporary session keys for each connection, ensuring that if a long-term
private key is compromised, past communications remain secure.

A new generation of cryptographic algorithms designed to be secure
against attacks from both classical and future quantum computers.

A patent based cybersecurity privacy product with zero trust that
controls individuals attribute based access control and logging of user
data viewing through quantum base cryptographic algorithms for data at
rest and data in motion with data sensitivity masking or tokenization.

A patented technology by Transformativ IP that integrates encryption
and access control policies directly into the cryptographic key's
structure, creating self-defending, tamper-resistant data.

An autonomous mechanism within the Q-SecurKey™ system that can
automatically detect security anomalies, respond by revoking keys or
quarantining devices, and recover the system to a secure state without
manual intervention.

A stateful hash-based signature standard (FIPS 205) selected by NIST
as a PQC algorithm, primarily used for ensuring data authenticity and
integrity.

A secure, isolated area within a processor (like an Intel SGX enclave)
that protects the confidentiality and integrity of code and data while it is
being processed.

A cryptographic method that allows one party to prove to another that a
statement is true without revealing any information beyond the validity of
the statement itself, ensuring privacy.
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Question 1 - Explain the "harvest now, decrypt later” (HNDL) attack strategy and describe why
it creates an immediate threat, even though very powerful quantum computers are not being
mass sold commercially. How does Post-Quantum Cryptography (PQC) address this specific
threat?

e The "harvest now, decrypt later" strategy involves adversaries siphoning up and stockpiling
massive amounts of currently encrypted data. They know that existing encryption, like RSA
and ECC, will be breakable by future quantum computers running Shor's algorithm. While they
cannot read the stolen data today, they are patiently waiting for the day their quantum
computers can crack it all open, rendering every historical secret vulnerable.

e This makes the threat immediate because data being exfiltrated today will be compromised in
the future. Post-Quantum Cryptography directly addresses this by using new, more complex
mathematical problems that are believed to be resistant to attacks from both classical and
quantum computers, ensuring that data encrypted with PQC today will remain secure even
after quantum computers become a reality.

Question 2 - The source materials state that NIST-standardized PQC algorithms are often free
and open-source software (FOSS). If the algorithms are free, what value-added services and
products do commercial companies like Transformativ IP charge for, particularly in the
context of meeting NIST or FIPS requirements?

e While the core PQC algorithms standardized by NIST (like ML-KEM/Kyber and
ML-DSA/Dilithium) are FOSS, companies charge for the extensive ecosystem of services and
products required to deploy them in a secure, compliant, and enterprise-ready manner. These
paid services include navigating the complex and lengthy FIPS 140-3 validation process, which
is mandatory for government and other regulated industries.

e Companies also sell expert engineering services for integrating PQC into legacy systems,
providing "crypto-agility" to future-proof infrastructure. Furthermore, they offer enterprise-grade
support with service-level agreements (SLAs), performance tuning for specific hardware, and
complete software products that make PQC accessible to end-users.

Question 3 - Describe the patented Q-SecurKey™ system. How does its fundamental
architecture differ from traditional security models that separate encryption from access
control, and what are the primary benefits of its approach?

e Transformativ IP's patented Q-SecurKey™ system represents a paradigm shift from traditional
security by integrating encryption and access control into a single cryptographic entity. Unlike
conventional models where locking data (encryption) and deciding who gets the key (access
control) are separate functions managed by a central server, Q-SecurKey™ embeds the
access policies directly into the key's cryptographic structure.

e This decentralizes security, as the data essentially protects itself based on its own embedded
rules. The primary benefits include the elimination of a central point of failure, enhanced
tamper resistance, and the ability for the data itself to enforce who can use it, where, and
when.
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Question 4 - Explain the concept of "self-healing" as it applies to the Q-SecurKey™ system.
Provide a specific example of how this mechanism would detect and respond to a security
threat, such as a counterfeit product in a supply chain or a compromised loT device.

e The "self-healing" mechanism in the Q-SecurKey™ system is an autonomous process for
detecting, responding to, and recovering from security threats without human intervention. The
system continuously monitors for anomalies and policy violations. Upon detection of a threat, it
can immediately revoke the compromised key, quarantine the affected device or user, and
send a real-time alert.

o For example, in a vaccine supply chain, if a counterfeit vial with an incorrect
cryptographic signature is scanned, the system instantly fails the check, revokes that
specific key's serial number, and alerts all supply chain partners. This prevents the
counterfeit from proceeding and allows the system to isolate the threat and maintain the
integrity of the overall network.

Question 5 - What are the primary engineering and implementation challenges organizations
face when migrating to PQC? Discuss at least three distinct challenges mentioned in the
source context, such as performance, key sizes, and compliance.

Organizations face several significant engineering challenges when migrating to PQC.

1. First, PQC algorithms have a higher performance overhead, requiring more computational
resources and memory, which can impact resource-constrained systems like loT devices.

2. Second, PQC algorithms utilize significantly larger key, signature, and ciphertext sizes, which
increases network bandwidth requirements and storage needs.

3. Third, achieving and maintaining compliance is a major challenge, particularly the FIPS 140-3
validation process, which is described as costly and time-consuming, with an average duration
of 1.59 years to receive a certificate after submission.

Finally, organizations must build crypto-agility to seamlessly update algorithms as standards evolve,
which is difficult with legacy systems.

Question 6 - How does the Q-SecurKey™ system leverage Distributed Ledger Technology
(DLT), such as a Directed Acyclic Graph (DAG), without succumbing to the common
limitations of traditional blockchains like scalability and data privacy? Describe the hybrid
on-chain/off-chain model used.

e Q-SecurKey™ integrates with DLTs like DAGs by using a hybrid on-chain/off-chain model that
leverages the ledger for what it does best—providing an immutable audit trail—while avoiding
its limitations. Instead of storing sensitive data or complex policy logic on the DLT, only the
cryptographic hashes and signed metadata of transactions are recorded on-chain.

e The actual sensitive data remains encrypted and stored securely off-chain. This architecture
prevents data privacy issues, as confidential information is never exposed on the public ledger,
and overcomes scalability bottlenecks by keeping the on-chain transactions lightweight and
fast, which is a natural fit for high-throughput DLTs like DAGs.
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Question 7 - Elaborate on how Q-SecurKey™'s embedded policies can enforce complex,
attribute-based access control (ABAC). Provide a specific example of a policy, detailing the
user attributes, object attributes, and environmental attributes that would be evaluated before
granting access.

Q-SecurKey™'s embedded policies enable highly granular Attribute-Based Access Control (ABAC)
by incorporating rules based on multiple real-time factors. For example, a policy for a high-frequency
trading platform could enforce compliance by evaluating a combination of attributes. User attributes
might include the trader's ID (trader:jane.doe) and role (equity-trader). Object attributes would specify
the asset (SPY ETF). Environmental attributes would include the time of day (must be within
09:30-16:00 EST) and the user's physical location (must be a FINRA_approved_location). The policy
logic would only grant access if all these conditions, often verified against external data sources, are
met simultaneously, providing dynamic and context-aware security.

Question 8 - What is Perfect Forward Secrecy (PFS) and why is it vulnerable to quantum
attacks? Explain how a hybrid PQC key exchange, combining classical algorithms like X25519
with PQC algorithms like ML-KEM, is used in TLS 1.3 to ensure PFS remains effective in the
quantum era.

e Perfect Forward Secrecy (PFS) is a security feature that generates unique, ephemeral
encryption keys for each communication session, ensuring that the compromise of a long-term
key cannot be used to decrypt past sessions. However, the classical key exchange algorithms
that enable PFS, such as ECDHE, are vulnerable to quantum computers using Shor's
algorithm.

e To maintain PFS in the quantum era, a hybrid approach is used in TLS 1.3. This combines a
classical algorithm (like X25519) with a PQC Key Encapsulation Mechanism (like ML-KEM).
This ensures security against both classical and quantum adversaries, so even if one algorithm
is broken, the other still protects the session key, preserving forward secrecy.

Question 9 - Compare and contrast Q-SecurKey™ with Intel SGX hardware solution as
methods for protecting smart contracts. Describe their different security paradigms, trust
models, and primary use cases. How can these two technologies be used together to create a
complementary, multi-layered security framework?

e Q-SecurKey™ and Intel SGX represent software and hardware security paradigms,
respectively. Q-SecurKey™ is a decentralized, policy-based system that protects data at rest
and in transit by embedding access rules into cryptographic keys and enforcing them at the
transaction level. In contrast, SGX is a hardware-based solution that protects data in use by
creating an encrypted, isolated memory region called an enclave, shielding code and data from
the host operating system.

e The trust model for Q-SecurKey™ is based on cryptographic primitives, while SGX requires
trust in the hardware manufacturer (Intel). They are complementary and can be combined: an
oracle could use an SGX enclave to securely process confidential data off-chain, and the
Q-SecurKey™ policy within a smart contract would then verify the cryptographic attestation
from that trusted SGX enclave before executing.
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Question 10 - The FIPS validation process is described as a major hurdle in PQC
implementation. What is FIPS, why is it necessary for certain industries, and what does the
validation process entail in terms of cost and time commitment according to the source?

FIPS stands for Federal Information Processing Standard, a set of U.S. government standards for
cryptographic modules. FIPS 140-3 validation is a mandatory certification for any product sold to the
U.S. government and is also a benchmark for highly regulated industries like finance and healthcare.
The validation process is described as a massive, expensive, and time-consuming undertaking.
According to the source, the average time to receive a FIPS certificate is 1.59 years (about 1 year
and 7 months) after all engineering and documentation have been submitted. The costs are also
substantial, with NIST's application fees starting at $14,000, not including the significant additional
costs for third-party lab testing and internal engineering salaries.

Question 11 - What is the quantum computing threat?

The quantum computing threat refers to the imminent danger posed by large-scale quantum
computers, running specific algorithms, to the current foundational pillars of classical cryptography.
This threat necessitates a worldwide transition to Post-Quantum Cryptography (PQC).

The sources detail the quantum computing threat in the following key aspects:

1. Compromising Current Cryptography
The core of the threat lies in the ability of quantum computers to efficiently solve mathematical
problems that underpin modern security systems:

1. Shor's Algorithm: A powerful enough quantum computer running Shor's algorithm is
specifically suited to solve the complex mathematical problems upon which classical
cryptographic systems are built. It doesn't just pick the lock; it "completely shatters the
door" of current encryption.

2. Obsolete Security: Current workhorse algorithms, such as RSA and ECC (Elliptic Curve
Cryptography), are built on math problems that are insanely hard for today's classical
computers, making them practically unbreakable right now. However, Shor's algorithm can
solve these problems shockingly fast, making all of our current security "poof obsolete".

2. The "Harvest Now, Decrypt Later" Strategy
The danger is not a far-off plot, but a strategy being executed right now:

1. Stockpiling Encrypted Data: Adversaries are actively siphoning up and stockpiling
massive amounts of our encrypted data. This is done while the data is secured by
classical encryption.

2. Waiting for the Master Key: This captured data cannot be read currently, but adversaries
are patiently waiting for the day their quantum computer is powerful enough to break all
those locks. They are waiting for a "master key that can open any lock".

3. Threat to Secrets: This strategy threatens to unlock literally every secret we've ever tried
to protect, including every encrypted email, secure bank transfer, and classified
government secret.

3. The Need for PQC
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Because the current digital world runs on locks that have an expiration date and are breakable, the
solution is the "huge urgent shift to quantum resistant security," or Post-Quantum Cryptography

(PQC).

1. New Math: PQC uses entirely new, much more complex math that is believed to be tough
enough to stand up to any computer, whether classical or quantum.

2. New Building Blocks: This effort, spearheaded by the U.S. National Institute of Standards
and Technology (NIST), has led to the standardization of new algorithms—such as
ML-KEM/Kyber for general encryption and ML-DSA/Dilithium for digital
signatures—which are the "brand new building blocks for a quantum secure world".

3. Specific Vulnerabilities Addressed: The use of PQC in contexts like hybrid key exchange
schemes (e.g., Kyber with X25519) is necessary to provide Perfect Forward Secrecy (PFS)
and specifically defend against the Harvest Now, Decrypt Later (HNDL) attack.

Question 12 - What are PQC implementation challenges?

The implementation of Post-Quantum Cryptography (PQC) algorithms, even those standardized by
NIST (such as FIPS 203 ML-KEM/Kyber, FIPS 204 ML-DSA/Dilithium, and FIPS 205
SLH-DSA/SPHINCS+), introduces several significant engineering and logistical challenges when
migrating from classical cryptographic systems to a quantum-resistant environment.

These challenges generally fall into four critical areas:

I. Performance, Resource Constraints, and Hardware Optimization
PQC algorithms are mathematically complex, which translates directly into demanding
requirements for processing, memory, and bandwidth, especially in
resource-constrained environments.

1.

Performance Overhead: PQC algorithms are inherently more mathematically
complex than traditional methods like RSA and ECC. This results in higher
computational costs and greater memory consumption, negatively impacting
performance in real-time or resource-constrained systems like loT devices,
embedded systems, and mobile platforms.

. Larger Key and Signature Sizes: PQC algorithms typically require significantly

larger keys, signatures, and ciphertexts than classical algorithms.

a. - Bandwidth and Latency: Larger key sizes increase the amount of data that
must be transmitted, which raises network bandwidth requirements and
introduces latency, particularly in sensitive applications like self-driving cars.

b. - Storage: Larger key sizes demand more storage space, a critical issue for
devices with limited memory, such as smart cards or loT devices.

Optimization for Embedded Systems: FOSS PQC implementations are often
generic. Customization is required to optimize algorithms for low power, minimal
memory footprint, and low latency, particularly in embedded and loT systems. For
example, optimized software implementations on microcontrollers must minimize
current draw by reducing the time spent in the high-power active state.

. Time vs. Space Trade-offs: Techniques like seed-based key generation are used

to reduce flash storage size by storing only a small seed instead of the full, large
private key. However, this trades space for time, adding computational overhead
during key generation, which impacts signing latency for algorithms like ML-DSA

Page 10 of 48, 58 Question FAQ And Glossary of Terms for CTOs and CIOs from TransformativiP.com



http://transformativip.com
http://transformativip.com

Page 11 of 48, 58 Question FAQ And Glossary of Terms for CTOs and CIOs from TransformativiP.com

(Dilithium) and SLH-DSA (SPHINCS+) on microcontrollers like the Cortex-M4.

Il. Security and Vulnerability Mitigation

Implementing PQC correctly requires addressing new security risks that go beyond

mathematical integrity, focusing on the real-world deployment environment.

1. Side-Channel and Fault Injection Attacks: Although PQC algorithms are robust
against quantum attacks, their software or hardware implementation can be
vulnerable to side-channel and fault injection attacks. Attackers can exploit
physical properties (such as timing variations, power consumption, or
electromagnetic emissions) to extract sensitive information, and designing
countermeasures for these requires complex engineering that further impacts
performance.

2. Security Risks of Caching: To improve performance, systems often cache keys in
volatile memory (RAM), introducing risks related to memory disclosure attacks,
cold boot attacks, and cache side-channel attacks. \While caching helps
performance by avoiding repeated key regeneration from a seed, it extends the time
the key is exposed in memory, increasing the attack surface.

3. Hybrid Mode Complexity: The transition period mandates the use of hybrid
modes that combine classical and PQC algorithms (e.g., X25519 with ML-KEM) to
maintain backward compatibility and ensure security against both attack types. This
requires careful design to avoid introducing new vulnerabilities.

lll. Migration, Integration, and Crypto-Agility

Integrating new PQC algorithms into existing enterprise systems is a large-scale,

complex, and high-risk undertaking.

1. Integrating with Legacy Systems: Many existing enterprise systems rely on older
technologies that lack the flexibility to handle PQC complexities. Integrating PQC
into these decades-old legacy systems is difficult, costly, and time-consuming.

2. Lack of Crypto-Agility: Organizations need to build crypto-agility—the ability to
easily swap or upgrade cryptographic algorithms with minimal disruption—into their
systems. Without this feature, updating to new PQC standards or addressing
discovered vulnerabilities becomes a massive, manual migration effort.

3. Inventory and Risk Assessment: A crucial initial step, which is often challenging,
is for companies to conduct a full inventory and risk assessment of their entire
network to find every cryptographic asset and understand their "quantum attack
surface".

IV. Regulatory Compliance, Certification, and Expertise Gap

Meeting government-mandated security standards and acquiring the necessary

personnel are major hurdles.

1. Evolving Standards and Compliance: The PQC landscape is still maturing, with
standards and testing methodologies continually evolving. Organizations must meet
rigorous standards like FIPS 140-3 validation for cryptographic modules and
algorithm-specific validations (FIPS 203, 204, 205).

2. Costly and Lengthy FIPS Validation: The FIPS validation process is known for
being an incredibly difficult, massive, and expensive headache. The average
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time from report submission to certificate issuance for FIPS 140-3 is approximately
1.59 years (579 days), and the total project time, including preparation, can be over
two years.

3. Expertise and Skill Gap: The mathematical primitives behind PQC are different
from classical algorithms. Organizations often lack the necessary in-house
expertise to implement and manage PQC solutions effectively, which can lead to
implementation errors that compromise security. This skill gap contributes to limited
engagement with PQC planning among many organizations.

Question 13 - What PQC algorithms are used?

The sources identify the primary Post-Quantum Cryptography (PQC) algorithms that have been
standardized by NIST and are utilized or considered for implementation, by Transformativ IP.

NIST Standardized Post-Quantum Algorithms

The U.S. National Institute of Standards and Technology (NIST) has finalized the first batch of PQC
standards through a massive global effort. These algorithms are considered the new building blocks
for a quantum-secure world.

The standardized algorithms cited in the sources include:

Key Encapsulation Mechanisms (KEM)
These are used for general encryption and establishing shared secret keys.
1. KIPS 203 ML-KEM (Module-Lattice-based Key-Encapsulation Mechanism), formerly
known as CRYSTALS-Kyber.
a. ML-KEM/Kyber is the primary KEM selected by NIST for general encryption and
is a strong candidate for protecting data at rest in databases.
b. It was standardized by NIST in 2023 under FIPS 203.
c. Kyber is designed for making connections secret and is a foundational new tool
for the internet.
2. HQC (Hardness of Covering Code) is selected by NIST as a backup KEM.
1. HQC provides an alternative to ML-KEM in case of future vulnerabilities, offering
an
2. additional layer of security assurance.

Digital Signature Algorithms (DSA)

These algorithms are used for authentication, proving authenticity, and ensuring data
integrity.
1. FIPS 204 ML-DSA (Module-Lattice-based Digital Signature Algorithm), formerly known as
CRYSTALS-Dilithium.
a. ML-DSA/Dilithium is the primary digital signature algorithm selected by NIST.
b. It was standardized by NIST in 2023 under FIPS 204.
c. Dilithium is used for proving online identity.
2. FIPS 205 SLH-DSA (Stateful Hash-Based Signature Standard), formerly known as
SPHINCS+ or Sphinx Plus.
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a. SLH-DSA is a signature algorithm suitable for authenticating data and ensuring
integrity.

b. It was standardized by NIST under FIPS 205.

c. Sphinx Plus is noted as a solid backup digital signature algorithm.

Algorithms Used by Transformativ IP
The company Transformativ IP utilizes these NIST-standardized algorithms as the cryptographic
engine for its proprietary systems.
1. Transformativ IP's Q-InfoSecur™ cryptosystem uses the PQC algorithms
CRYSTALS-Kyber and CRYSTALS-Dilithium.
a. Kyber (ML-KEM) is used for encrypting data and establishing shared secret keys.
b. Dilithium (ML-DSA) is used for authentication and ensuring data integrity.
2. These PQC algorithms are combined with "intelligence-grade symmetric cryptography" to
provide high-performance encryption within the Q-InfoSecur™ cryptosystem.
3. The Q-SecurKey™ technology, Transformativ IP's patented innovation, embeds these
NIST-selected PQC algorithms (Kyber and Dilithium) into its system architecture.
4. The Transformativ IP GOOSE compliant cyber architecture also uses PQC algorithms like
CRYSTALS-Kyber and Dilithium to provide quantum-resistant security for critical
infrastructure.

PQC Use in Hybrid Security
PQC algorithms are often implemented using a hybrid approach to ensure security remains intact
even if one algorithm is compromised. For instance:
1. Hybrid key exchange combines the established strength of classical algorithms like X25519
with a standardized PQC KEM like FIPS 203 ML-KEM (Kyber) for TLS connections.
2. This approach is used to defend against the "harvest now, decrypt later” (HNDL) attack
by providing perfect forward secrecy (PFS) that is quantum-resistant.

Question 14. - Which agency finalized PQC standards?

The agency that finalized the first batch of Post-Quantum Cryptography (PQC) standards is the **U.S.
National Institute of Standards and Technology (NIST). The agency that finalized the first batch of
Post-Quantum Cryptography (PQC) standards is the U.S. National Institute of Standards and
Technology (NIST). NIST spearheaded a "huge global effort" to find and standardize a new set of
algorithms that can withstand attacks from quantum computers. These finalized standards provide the
"new building blocks for a quantum secure world".

The PQC algorithms standardized by NIST include:
1. ML-KEM (Module-Lattice-based Key-Encapsulation Mechanism), formerly known as

Kyber, for general encryption and securing connections. It was standardized under FIPS
203.
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2. ML-DSA (Module-Lattice-based Digital Signature Algorithm), formerly known as Dilithium,
for digital signatures, proving authenticity, and integrity verification. it was standardized
under FIPS 204.

3. SLH-DSA (Stateful Hash-Based Signature Standard), formerly known as SPHINCS+ or
Sphinx Plus, which is another new quantum-resistant signature standard. It was
standardized under FIPS 205.

4. NIST also finalized FIPS 202 (SHA-3), which defines an approved hash algorithm. These

standards are the basis for compliance requirements, such as FIPS 140-3 validation,
which is a necessity for cryptographic modules used by the U.S. government.

Question 15. - Which standard governs QHINs for healthcare interoperability?

The standard that primarily governs Qualified Health Information Networks (QHINs) is the Trusted
Exchange Framework and Common Agreement (TEFCA).

This framework is built upon the existing federal standard for health information privacy:

1. HIPAA (Health Insurance Portability and Accountability Act): The TEFCA framework is
built upon the HIPAA standard. HIPAA permits covered entities, such as hospitals, to share
Protected Health Information (PHI) with other providers for treatment, payment, and
healthcare operations without obtaining a patient's specific authorization.

2. TEFCA Requirements: The Common Agreement, which establishes the rules for QHINs,
mandates that QHIN participants must respond to data requests for "Individual Access
Services" (patient requests for their own data) and for "Treatment” purposes.

While patient control over data sharing through QHINs is a growing industry goal, federal
regulations permit sharing for these specific purposes without individual authorization.
Hospitals and providers who voluntarily join QHINs are obligated to share information with
other TEFCA participants for these required purposes.

Question 16. What is a core HIPAA exception?

A core exception under the Health Insurance Portability and Accountability Act (HIPAA) is the
provision that permits covered entities, such as hospitals, to share Protected Health Information (PHI)
with other providers for treatment purposes without obtaining a patient's specific consent. This
exception is considered the primary reason for the standard governing health data sharing.

Key details about this exception:

1. Purpose: The exception is intended to ensure that clinicians have immediate access to a
patient's complete medical history, which is critical for providing safe and effective
care, particularly in emergencies.

2. Context in QHINs: The Trusted Exchange Framework and Common Agreement
(TEFCA), which governs Qualified Health Information Networks (QHINs), is built upon this
HIPAA standard. The Common Agreement requires QHIN participants (hospitals and
providers who voluntarily join) to respond to data requests for "Treatment" purposes.
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3. Other Permitted Purposes: HIPAA generally permits covered entities to share PHI for
treatment, payment, and healthcare operations without obtaining individual
authorization.

Question17. Define Q-SecurKey™'s key benefit.

The key benefit of the Q-SecurKey™ system is its total paradigm shift in digital security achieved
by integrating access control directly into the cryptographic key structure, creating intelligent,
self-defending data.

This approach provides a unique benefit by fundamentally changing the role of the security
mechanism:

1. Decentralized, Embedded Policy Enforcement
Q-SecurKey™'s core innovation is that it "smash[es] together" encryption and access control, which
are usually two separate processes.

1. Smart Key: Q-SecurKey™ creates a "smart key" by embedding the access rules and
policies directly into its own cryptographic DNA. The key itself knows who's allowed
to use it, where they can use it, and when.

2. Self-Protection: The security becomes "part of the data's DNA", meaning the data is
literally defending itself. This provides a decentralized form of policy enforcement and
makes the data incredibly difficult to tamper with.

3. Removing Weak Spots: This decentralized model is a huge benefit because it removes
the need to constantly check back with a central server, which is often a security weak spot
in traditional systems.

2. Autonomous Resilience
Building on this embedded policy, Q-SecurKey™ provides automated resilience features:

1. Self-Healing: The system is self-healing. It can autonomously spot a breach, fix itself,
immediately revoke a compromised key serial number, and blast out a real-time alert.

2. Crypto-Agility: The system is crypto-agile, meaning it can swap in new encryption
standards (like the NIST-standardized PQC algorithms Kyber and Dilithium) later without
shutting everything down, thereby future-proofing systems against evolving threats.

3. Unbreakable Chain of Custody: When used in supply chains (like for vaccines), the
technology creates an unbreakable cryptographic chain of custody, where every
handler adds a digital signature, ensuring the integrity of the item.

Question 18. How does Transformativ IP's Q-SecurKey ™ system enforce dynamic,
policy-based access control using DLTs?

Transformativ IP's patented Q-SecurKey™ system enforces dynamic, policy-based access control
by fundamentally integrating access rules and cryptographic function, shifting security away from
vulnerable central servers to the data itself. Distributed Ledger Technologies (DLTs), such as Directed
Acyclic Graphs (DAGs), provide the decentralized, immutable framework necessary to manage and
audit these dynamic policies in real time.
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The enforcement mechanism can be broken down into three key components:
1. Embedded Policy Enforcement (Cryptographic Core)

Q-SecurKey™ operates by embedding access control rules directly into the encryption key
structure. This makes the key "smart" because the encryption key itself contains the rules (policy) for
who can decrypt and access the data.

1. Decentralization of Trust: This approach removes reliance on a central server or
database of user permissions for policy checks. The security policy is enforced directly by
the key and the data it protects.

2. Tamper Resistance: By moving access controls into the cryptographic layer, the system
ensures that if any unauthorized party attempts to access or exfiltrate data, the
cryptographic signature of the interaction will not match the embedded policy, enabling
detection and traceability.

3. Solid-State Authentication: Access requires cryptographic proof of identity for every
interaction with protected data.

2. Dynamic Control via Attribute-Based Access Control (ABAC)

Q-SecurKey™ policies use Attribute-Based Access Control (ABAC) to achieve fine-grained,
dynamic control that extends far beyond simple user roles. The system uses Boolean logic (e.g., if X
AND Y, then allow Z) to evaluate access in real time.

Policies can be enforced based on multiple attributes related to:

Attribute Category Policy Examples

i ™ e o :
Subject (User) Attributes Eg:;(se.g., doctor, trader), Q-InfoSecur™ level, or verified identity

Object (Data) Attributes Data sensitivity (e.g., confidential, public) or ownership.

Time-to-Live (TTL), user's physical location (geo-fencing), or time

Environmental Attributes of day, allowing access to be restricted to specific business hours.

In practice, when an access request is made, the Q-SecurKey ™-enabled system evaluates the
request against the embedded policy by cross-referencing the relevant user, data, and environmental
attributes in real-time to determine if access is granted or denied. For example, a policy can enforce
access only if the user's role is correct and the transaction is happening within authorized trading
hours.

3. DLTs for Immutability and Policy Management
Distributed Ledger Technologies (DLTs), particularly high-throughput systems like DAGs, provide the

underlying decentralized infrastructure that allows Q-SecurKey™ policies to be updated and verified
securely.
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Question19. What commercial strategies justify charging for PQC implementation when core
algorithms are FOSS?

Even though the core Post-Quantum Cryptography (PQC) algorithms—such as FIPS 203 ML-KEM
(Kyber), FIPS 204 ML-DSA (Dilithium), and FIPS 205 SLH-DSA (SPHINCS+), which have been
standardized by NIST (FIPS 203, 204, 205)—are available as Free and Open-Source Software
(FOSS), commercial companies charge for the essential professional services, advanced features,
and proprietary engineering required to deploy and maintain these complex algorithms in enterprise
and government environments.

The commercial strategies that justify charging for PQC implementation can be grouped into
four primary categories:

. Compliance, Certification, and Risk Assurance

The largest justification for commercial fees stems from the necessity of meeting stringent security
and regulatory standards like the Federal Information Processing Standards (FIPS), which FOSS
algorithms alone cannot satisfy.

1. FIPS Validation and Maintenance: Companies charge for the complex process of getting
the cryptographic module (the product built around the PQC algorithms) tested and certified
under standards like FIPS 140-3. This ensures the implementation meets U.S. government
security requirements for hardware, software, and firmware.

2. Cost and Time Overhead: The FIPS validation process is extremely costly and lengthy,
averaging approximately 1.59 years (579 days) from report submission to certificate
issuance, excluding the engineering preparation time. Fees include official NIST cost
recovery fees (ranging from $14,000 to $17,000 for FIPS 140-3) and extensive fees
charged by accredited testing laboratories.

3. Validation-as-a-Service (VaaS): Commercial vendors offer to handle this complex,
multi-year process entirely, including preparing detailed documentation (like the Security
Policy and Software Bill of Materials/SBOM) and managing the ongoing maintenance
required to keep the certificate current. For most organizations, purchasing a validated
solution is more cost-effective than undertaking this difficult, expensive process internally.

4. Warranty and Liability: Commercial providers assume liability for the security of their
FIPS-validated products, offering customers legal recourse and assurance that is
unavailable with a self-validated FOSS module.

Il. Implementation, Integration, and Crypto-Agility

Companies provide the specialized engineering expertise required to integrate PQC into

existing, often decades-old, IT infrastructure.

1. Migration Roadmap and Consultancy: Firms sell expert services for strategic planning,
risk assessment, and creating a comprehensive roadmap to inventory all cryptographic
assets (the "quantum attack surface") and manage the transition without disrupting
operations.

2. Simplified Integration (SDKs/APIs): Commercial solutions provide robust, user-friendly
Software Development Kits (SDKs) and APIs designed for seamless deployment across
various platforms (databases, cloud services, I0T). Implementing FOSS PQC algorithms
from scratch requires deep, specialized cryptographic expertise.

3. Crypto-Agility: Commercial offerings include platforms and services that enable
crypto-agility, allowing organizations to quickly and seamlessly swap or update
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cryptographic algorithms (including switching to new NIST standards or addressing
vulnerabilities) with minimal to no downtime.

Performance Tuning and Optimization: While FOSS code is functional, companies
charge for expertise in optimizing the algorithms for specific environments, such as
embedding them in low-power I0T devices or accelerating performance for ultra-low latency
applications like financial trading or critical infrastructure.

lll. Proprietary Products, Features, and Intellectual Property (IP)
Many PQC solutions follow an "open-core" business model, offering advanced, proprietary products
built on top of the FOSS core algorithms.

1.

Patented Innovations: Companies like Transformativ IP charge for their patented
technology, the Q-SecurKey™ system. This innovation goes beyond basic encryption by
embedding access policies and rules directly into the key structure (cryptographic DNA),
making the data "self-defending" and decentralized.
Advanced Security Features: These proprietary systems include enterprise-grade
features not found in FOSS, such as:
a. o Self-Healing Mechanisms: The ability to autonomously detect, diagnose, and
recover from security anomalies or compromised keys in real-time.
b. - Adaptive Key Rotation: Automatically rotating and refreshing keys based on
real-time threat intelligence.
> Decentralized Policy Enforcement: Enforcing granular access control (Attribute-Based
Access Control/ABAC) via the key itself, removing the reliance on a single, centralized
server.

. Hardware and Appliances: Vendors sell proprietary hardware solutions, such as

Hardware Security Modules (HSMs) or specialized chips (ASICs), that perform PQC
operations with higher speed, lower latency, and superior side-channel resistance
compared to software-only solutions. They may also charge for licenses related to IP
behind hardware implementations.

IV. Dedicated Support and Maintenance
Enterprises require guaranteed service levels that FOSS community support cannot provide.

1.

Dedicated Enterprise Support (SLAs): Customers pay for guaranteed support via
Service Level Agreements (SLAs), dedicated support teams, and access to expert
consultants who can troubleshoot mission-critical issues promptly.

Continuous Maintenance and Updates: Commercial providers offer ongoing
maintenance, regular security patches, and updates to address newly discovered
vulnerabilities in the still-maturing PQC ecosystem.

Quality Assurance and Hardening: Commercial providers perform extensive,
independent testing and quality assurance on their PQC implementations to guarantee
security and reliability for mission-critical use cases, going beyond standard community
vetting.

Question 20. What problem does self-healing address

The primary problem that the Q-SecurKey™ self-healing function addresses is the vulnerability and
exposure created by security anomalies, key compromises, and policy failures in real-time,
decentralized, and high-volume environments, particularly where manual human intervention is too
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slow or unreliable to prevent damage or downtime. The self-healing mechanism is designed to
handle this through autonomous, proactive recovery.

Here is a detailed breakdown of the problems self-healing addresses:

1. Key Compromise and Exposure Window
The function tackles the problem of compromised cryptographic keys and data exposure by enabling
an immediate response:

1. Problem: If a cryptographic key is compromised (e.g., detected through unusual access
patterns or tampering attempts), traditional systems suffer from an extended window of
vulnerability before the key can be manually revoked.

2. Self-Healing Solution: It provides immediate key revocation across all connected
systems and the Distributed Ledger Technology (DLT). This instant "circuit breaker" stops
the compromised key from being used for any further transactions.

2. Preventing Lateral Spread of Attacks
The self-healing mechanism is critical for containing threats like malware or ransomware (as seen in
manufacturing examples):

1. Problem: In large, interconnected networks (like Industrial l1oT or supply chains), a
compromise in one device can quickly spread laterally, leading to widespread failure or
ransomware infection.

2. Self-Healing Solution: Upon detecting a threat, the system automatically quarantines
and isolates the compromised entity (device, user, or application) by blocking its network
access or isolating its data, preventing the threat from spreading.

3. Policy Violations and Tampering
The system relies on its ability to enforce embedded policies against malicious actions:

1. Problem: Adversaries may try to tamper with data, policy rules, or cryptographic
signatures, which conventional systems may not detect instantly, especially in a
decentralized environment.

2. Self-Healing Solution: Since the security policy is embedded and tamper-resistant, any
attempt to violate the policy (e.g., unauthorized firmware updates, accessing data from an
atypical location) is instantly detected and rejected because the cryptographic signature
will fail. The self-healing response logs the event and initiates remediation.

4. Need for Manual and Slow Key Rotation
Traditional key management systems rely on scheduled or manual key rotations, which are inefficient
and risky:
1. Problem: Relying on human intervention or pre-scheduled key rotation leaves a significant
vulnerability window.
2. Self-Healing Solution: It enables adaptive key rotation, automatically generating and
distributing a replacement key seamlessly for legitimate users when a potential
compromise is detected, thus maintaining security with minimal disruption.

5. Financial and Operational Costs of Security Incidents
The self-healing feature directly addresses the cost of reactive security:
1. Problem: Security incidents result in significant financial losses due to fraud, compliance
fines, downtime, and the need for expensive human intervention.
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2. Self-Healing Solution: By autonomously detecting, responding to, and recovering from
breaches, Q-SecurKey™ reduces the need for expensive, round-the-clock human
intervention and minimizes the financial impact of a security incident and associated
downtime.

Question 21. What is FIPS validation's average time for certification?

The average time it takes to complete the Federal Information Processing Standards (FIPS)
validation process for a cryptographic module varies depending on which stage of the process is
measured.

Based on the sources, the specific average timeframe for the final stages of FIPS 140-3
validation is:

1.

Average Validation Time (Submission to Issuance): The average time from a FIPS 140-3
validation report submission to a certificate being issued is approximately 1.59 years (579
days). This timeframe includes about a year for the initial Cryptographic Module Validation
Program (CMVP) review.

. Total Project Time: The overall time for a FIPS validation project can be longer, potentially

over two years, when accounting for the time it takes the vendor to prepare the software,
complete documentation (such as the Security Policy), conduct testing, and remediate any
issues found during the process.

This rigorous and lengthy process is considered an "incredibly difficult, massive, and
expensive headache" that commercial vendors handle for their clients, which justifies
charging for their services, even when the core PQC algorithms are FOSS.

For context, FIPS validation (specifically FIPS 140-3) is a mandatory requirement for any
cryptographic module used by U.S. government agencies and is often required for highly regulated
industries like banking. The process is noted to take 12 to 18 months just for the certification process

itself.

Question 22. Policy Updates and Versioning

The DLT functions as a decentralized policy registry for Q-SecurKey™.

1.

2.

Cryptographic Approval: When an authorized party updates a policy, the change is
cryptographically signed and submitted as a transaction to the DLT.

Version Control: The DLT records the transaction, which typically includes the unique
Q-SecurKey™ ID, the new policy's version number, and the cryptographic hash of the
policy's content, along with the authorizing signature.

On-Demand Verification: When a device or application attempts an operation, it queries the
DLT to fetch the latest policy version and signature, ensuring it enforces the most current and
valid rules.

Hybrid Storage: To maintain performance and privacy, the DLT only logs the essential
metadata and cryptographic proof (the hash and signature), while the detailed policy logic is
stored securely off-chain.
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Auditability and Self-Healing
The DLT ensures that all policy-driven access decisions are transparently recorded and managed.

1. Immutable Audit Trail: Every access and transaction leaves a cryptographically signed,
immutable record on the ledger. This provides an unchallengeable source of truth for
compliance reporting and security audits.

2. Self-Healing Mechanisms: Q-SecurKey™ leverages the DLT for its autonomous security
responses. If the system detects a potential compromise or policy violation (e.g., via anomaly
detection), it can trigger immediate action, such as instantly revoking the compromised key
across all systems, and logging that revocation on the DLT. This process minimizes the attack
window without requiring manual intervention.

Question 23. What are two new digital signature algorithms?

The sources identify three Post-Quantum Cryptography (PQC) algorithms that have been
standardized by the U.S. National Institute of Standards and Technology (NIST) for use as digital
signatures.

The two primary new digital signature algorithms finalized by NIST are:

1. FIPS 204 ML-DSA (Module-Lattice-based Digital Signature Algorithm).
1. o This algorithm was formerly known as CRYSTALS-Dilithium.
2. o ltis described as the primary digital signature algorithm selected by NIST.
3. o ltis used for authentication and ensuring data integrity, and for proving identity online.
4. oIt was standardized by NIST in 2023 under FIPS 204.
2. FIPS 205 SLH-DSA (Stateful Hash-Based Signature Standard).
1. < This algorithm was formerly known as SPHINCS+ or Sphinx Plus.
2. o ltis specified under FIPS 205.
3. °ltis noted as a "solid backup digital signature algorithm".
4. - ltis an algorithm suitable for authenticating data and ensuring integrity.

The core function of these algorithms is to handle digital signatures, which is how one proves
something is authentic and hasn't been messed with.

Question 24. What is a self-healing mechanism?

A self-healing mechanism is a core, proprietary feature of the Transformativ IP Q-SecurKey™
system that enables the cryptographic architecture to autonomously detect, respond to, and recover
from security anomalies or potential breaches without requiring manual human intervention.

This mechanism is designed to manage security incidents in real-time, minimizing damage and
downtime by operating on decentralized controls and dynamic processes.

Here is an elaboration on the function and process of the Q-SecurKey™ self-healing
mechanism:
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1. Function and Purpose
The primary purpose of self-healing is to return the system to a secure state autonomously. This
mechanism ensures the continuous security and reliability of the key management system and the
data it protects.
1. Autonomous Response: It allows the system to automatically detect, diagnose, and recover
from failures, potentially including compromised keys.
2. Decentralized Security: By operating in the Q-SecurKey™'s decentralized, policy-based
environment, the self-healing process ensures that if a single node is compromised, the failure
does not spread across the entire network.

2. The Self-Healing Process
The self-healing mechanism works through continuous monitoring, automated response, and
adaptive recovery:

A. Continuous Monitoring and Anomaly Detection
The process is initiated by real-time monitoring of the cryptographic system and its environment,
scanning for unusual activity.
* Anomalies: The system looks for activity that deviates from established norms, such as a
user accessing data from an atypical location or at an odd time.
« Tamper Detection: Because each action is tied to a unique, cryptographically signed
Q-SecurKey™ any attempt to tamper with the data, the signature, or the embedded access
policy will be instantly detected.

B. Inmediate Key Revocation (The "Circuit Breaker")

Upon detection of a potential threat, the system initiates an automated response.
* Instant Revocation: If a Q-SecurKey™ is determined to be suspicious or compromised, the
system can immediately revoke the key across all connected systems and the Distributed
Ledger Technology (DLT). This acts as a crucial "circuit breaker" to instantly stop the
compromised key from being used for any further transactions.
* Quarantine and Isolation: The system can automatically quarantine the entity (device, user,
or application) associated with the suspicious activity, blocking its network access to prevent
the threat from spreading laterally.
» Automated Alerts: The system sends real-time alerts to security teams, providing the
specific cryptographic and log evidence related to the security incident.

C. Adaptive Key Rotation and Recovery

The self-healing capability enables the automatic and adaptive rotation of keys, which is superior to

manual or pre-scheduled rotations.
* Threat-Driven Recovery: If a compromise is detected, the system can seamlessly deploy a
new key for legitimate users or devices while simultaneously blacklisting the compromised
key.
» Automated Policy Updates: After a compromise, the system can autonomously generate
and enforce new policies to tighten security based on the nature of the attack. For example, if
a specific type of attack is detected, the process could push a new, stronger policy to all
relevant devices.
* Immutable Record: The entire incident—detection, response, and recovery—is logged on
the DLT, providing an unchallengeable record for compliance audits.
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Example Application of Self-Healing

In a drug supply chain scenario, if a counterfeit vial is scanned, the self-healing system immediately
flags the fake serial number as compromised, revokes the associated key serial number, and blasts
out a real-time alert. This ensures the data is "literally defending itself".

Question 25. How is the Q-SecurKey™ patented?

The Q-SecurKey™ system is patented technology developed by Transformativ IP.
The sources describe the patented innovation in terms of its unique functionality and core idea:

1. Integrated Security and Access Control: The Q-SecurKey™ system's patented technology
works by "smashing together" encryption (locking the data) and access control (deciding who
gets the key).

2. Embedded Policy Enforcement: The big idea is that the technology actually builds the
access rules right into the encryption itself. This means the key is "smart," as it embeds
the rules and access policies directly into its own cryptographic DNA. The security policy
becomes "part of the data's DNA".

3. Proprietary Nature: Transformativ IP takes the core Post-Quantum Cryptography (PQC)
algorithms, which are FOSS, and builds the Q-SecurKey™ as a proprietary innovation on top
of them.

4. Core Function: The patented Q-SecurKey™ system replaces traditional, centralized key
management by creating a self-defending data model. The key itself knows who is allowed to
use it, where they can use it, and when.

In summary, the Q-SecurKey™ system is patented because of its innovation in integrating access
control and authentication directly into the key structure, rather than relying on separate, central
servers to manage access.

Question 26. What are the NIST PQC algorithms?

The Post-Quantum Cryptography (PQC) algorithms that have been standardized by the U.S. National
Institute of Standards and Technology (NIST) were selected as part of a "huge global effort" to create
"new building blocks for a quantum secure world". These algorithms are designed to be resistant to
quantum computers running Shor's algorithm, which threatens to make current encryption obsolete.
NIST has finalized the first batch of PQC standards, specified under various Federal Information
Processing Standards (FIPS) publications.

The key standardized PQC algorithms are categorized by their primary function:
|. Key Encapsulation Mechanisms (KEMs) / Encryption

KEMs are used for general encryption, establishing shared secret keys, and ensuring connections are
secret.ll. Digital Signature Algorithms (DSAs)

Algorithm Former Name FIPS Purpose
(NIST Name) Standard P
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Primary KEM chosen by NIST for general encryption.
CRYSTALS-Ky FIPS 203 Used for "locking stuff up”, making connections

ML-KEM ber secret, & protecting data at rest in databases.
(Hardness of Selected by NIST as a backup KEM to ML-KEM,
. N/A offers an alternative if future vulnerabilities and
HQC Covering Code)

(Backup)  provides an additional layer of security assurance.

DSAs handle digital signatures, proving authenticity, and ensuring data integrity.

Algorithm | Former Name FIPS Purpose
(NIST Name) Standard P

CRYSTALS-D FIPS 204 Primary digital signature algorithm selected by NIST.

ML-DSA ilithium Used for authentication and ensuring data integrity.
A new quantum-resistant signature standard. Noted
SPHINCS+ as a "solid backup digital signature algorithm" and is
SLH-DSA (Sphinx Plus) FIPS 205 suitable for authenticating data and ensuring integrity.

lll. Hash Algorithm

* FIPS 202 (SHA-3): This standard defines the Secure Hash Algorithm 3, which is an approved
algorithm for generating message digests.

These NIST-standardized algorithms, particularly Kyber (ML-KEM) and Dilithium (ML-DSA), are
used by commercial solutions like Transformativ IP as the foundation for their cryptographic systems.

Question 27. What three checks govern key validity?

The validity of a cached cryptographic key, particularly one generated from a seed in a
resource-constrained environment, is governed by three primary security thresholds implemented to
limit key reuse. These checks are critical for balancing the performance benefits of caching against
the security risks of overusing a single key.

The three checks that govern key validity are:

1. Maximum Age (Time-to-Live, or TTL):
> Description: This threshold defines the maximum lifespan of a cached key entry, measured
from the time it was first generated and stored.
> Purpose: It ensures that keys are regularly replaced based on a time-based rotation policy.
For example, a system might set the maximum age to 24 hours, after which the key is evicted
from the cache. This limits the "exposure window" of the key to a manageable duration.
Q-SecurKey™ for instance, uses TTL as an embedded policy attribute that must be checked,
and access is denied if the current time is past the expiry date.
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2. Maximum Number of Uses:
> Description: This threshold specifies the maximum number of times a cached key can be
used for cryptographic operations, such as signing or encryption.
> Purpose: It prevents the overuse of a key, which can make it more susceptible to
cryptanalysis over time, especially for algorithms whose security properties might degrade with
repeated use. For example, a device might be configured to use a cached key no more than
100 times, after which the cache entry is marked invalid and a new key must be generated.

3. Maximum Amount of Data Protected:
> Description: This threshold limits the total amount of data that can be encrypted or
authenticated by a single cached key.
> Purpose: This serves as a direct mitigation for the "exposure per key" risk. If a cached key
were to be compromised, this limit ensures it is impossible for an attacker to decrypt more than
the specified amount of data encrypted with that key. This limit is typically set in bytes,
kilobytes, or gigabytes, depending on the application's data volume and security requirements.

When a PQC operation is requested on a microcontroller using seed-based key generation, the
application checks the cache for a valid key. The cache manager evaluates the cached entry against
all three configured thresholds (maximum age, maximum uses, and maximum bytes). If any threshold
is exceeded, the cached entry is considered invalid and removed, forcing the system to regenerate
the key from the seed.

Question 28. Which PQC algorithms are used?

The sources identify the specific Post-Quantum Cryptography (PQC) algorithms that have been
standardized by the U.S. National Institute of Standards and Technology (NIST) and those utilized by
the commercial solution, Transformativ IP.

These algorithms serve as the "new building blocks for a quantum secure world".

I. NIST Standardized PQC Algorithms (The New Toolkit)

NIST spearheaded a "huge global effort" to find and standardize algorithms that can withstand
quantum attacks. The finalized standards are categorized by function and assigned Federal
Information Processing Standards (FIPS) publications.

Key Encapsulation Mechanisms (KEMs) / Encryption: These algorithms are used for general
encryption and establishing secret connections.
1. FIPS 203 ML-KEM (Module-Lattice-based Key-Encapsulation Mechanism).
a. o This algorithm was formerly known as CRYSTALS-Kyber.
b. °Itis the primary key encapsulation mechanism (KEM) selected by NIST for general
encryption.
c. ° Kyber is used for "locking stuff up" and is a strong candidate for protecting data at rest
in databases.
d. - It was standardized under FIPS 203.
2. HQC (Hardness of Covering Code).
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a. o This algorithm was selected by NIST as a backup KEM to ML-KEM, providing an
alternative in case of future vulnerabilities and offering an additional layer of security
assurance.

Digital Signature Algorithms (DSAs): These algorithms handle digital signatures, which prove
authenticity and ensure data integrity.
* FIPS 204 ML-DSA (Module-Lattice-based Digital Signature Algorithm).
1. < This algorithm was formerly known as CRYSTALS-Dilithium.
2. o ltis the primary digital signature algorithm selected by NIST.
3. ° ltis used for authentication and ensuring data integrity. Dilithium is used for proving
online identity.
4. oIt was standardized under FIPS 204.
* FIPS 205 SLH-DSA (Stateful Hash-Based Signature Standard).
1. < This algorithm was formerly known as SPHINCS+ or Sphinx Plus.
2. o ltis another new quantum-resistant signature standard.
3. ° ltis considered a "solid backup digital signature algorithm".
4. o |t was standardized under FIPS 205.

Il. Algorithms Used by Transformativ IP
The commercial entity Transformativ IP uses these NIST-standardized algorithms as the
cryptographic core of its proprietary products, such as the Q-InfoSecur™ cryptosystem and
Q-SecurKey™ technology.
* CRYSTALS-Kyber (FIPS 203 ML-KEM) and CRYSTALS-Dilithium (FIPS 204 ML-DSA) are
the PQC algorithms used in Transformativ IP's Q-InfoSecur™ cryptosystem.
» Kyber (ML-KEM) is used for encrypting data and establishing shared secret keys.
* Dilithium (ML-DSA) is used for authentication and ensuring data integrity.
» These PQC algorithms are combined with "intelligence-grade symmetric cryptography" to
provide high-performance encryption.
* The algorithms are also used in Transformativ IP's IEC 62351 / GOOSE compliant cyber
architecture to provide quantum-resistant security for critical infrastructure.

Question 29. What problem does Shor's algorithm solve?

Shor's algorithm is a theoretical tool, designed to run on a powerful quantum computer, that solves
complex mathematical problems that form the foundation of most current cryptographic security
systems.

Based on the sources, the specific problem Shor's algorithm solves is:

1. Factoring Gigantic Numbers: Shor's algorithm is described as being "perfectly suited to
solve exactly that kind of problem"—the factoring of gigantic numbers—and can do it
"shockingly fast".

Consequences for Modern Cryptography

The ability of Shor's algorithm to solve this mathematical problem rapidly has a direct,
catastrophic consequence for nearly all existing digital security protocols, making them
"poof obsolete":

w N
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4. Breaking Classical Cryptography: It shatters the security provided by classical
cryptographic workhorses like RSA and ECC (Elliptic Curve Cryptography). These systems
are built on math problems that are incredibly hard for current (classical) computers but are
susceptible to attack by a quantum computer running Shor's algorithm.

5. Compromising Key Exchange: Specifically, quantum computers using Shor's algorithm
can break ephemeral key exchange algorithms, such as Elliptic Curve Diffie-Hellman
Ephemeral (ECDHE), which are relied upon for protocols like TLS (Transport Layer
Security) to provide perfect forward secrecy (PFS).

This threat is the driving force behind the development of Post-Quantum Cryptography (PQC), which
uses different, more complex math problems believed to be tough enough to withstand attacks from
both classical and quantum computers.

Question 30. Which algorithms did NIST standardize?

The U.S. National Institute of Standards and Technology (NIST) has finalized the first batch of
Post-Quantum Cryptography (PQC) standards, which are considered the new building blocks for a
quantum-secure world. These standardized algorithms address the core functions of encryption and
digital signatures, and they rely on mathematical problems believed to be resistant to quantum
computers running Shor's algorithm.

The standards are specified under different Federal Information Processing Standards (FIPS)
publications.

I. Key Encapsulation Mechanisms (KEMs) / Encryption
These algorithms are used for general encryption, establishing shared secret keys, and
ensuring connections are secret.

Algorithm Former FIPS Purpose
(NIST Name) Name Standard

Primary key encapsulation mechanism (KEM)

ML-KEM CRYSTALS FIPS 203 selecte.d by NIST for gengral encrypt!on and
-Kyber protecting data at rest. It is a foundational new tool for
making connections secret.
N/A Selected by NIST as a backup KEM to ML-KEM,
HQC (Backup) providing an additional layer of security assurance in

case of future vulnerabilities.

Il. Digital Signature Algorithms (DSAs)
These algorithms handle digital signatures, proving authenticity, and ensuring data integrity.

Algorithm Former Name FIPS Purpose
(NIST Name) Standard P
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Primary digital signature algorithm selected by

CRYSTALS-Dilit NIST, used for authentication and ensuring data

ML-DSA hium FIPS 204 integrity. It is used for proving online identity.
Another new quantum-resistant signature
SLH-DSA SPHINCS+ FIPS 205 algorithm standardized by NIST. It is noted as a

solid backup digital signature algorithm.

lll. Hash Algorithm
FIPS 202 (SHA-3): This standard defines the Secure Hash Algorithm 3, which is an approved
algorithm for generating message digests.

Companies like Transformativ IP utilize these NIST-standardized algorithms, specifically
CRYSTALS-Kyber and CRYSTALS-Dilithium, as the cryptographic engine within their proprietary
systems, such as the Q-InfoSecur™ cryptosystem and Q-SecurKey™ technology.

Question 31. What is Shor's algorithm suited for?

Shor's algorithm is a computational tool, designed to run on a powerful quantum computer, that is
perfectly suited to solve the specific mathematical problem of factoring gigantic numbers.
The ability of Shor's algorithm to solve this problem "shockingly fast" is what poses the existential
threat to modern digital security:

1. Breaking Classical Cryptography: Factoring gigantic numbers forms the mathematical basis
for nearly all current cryptographic systems, such as RSA and ECC (Elliptic Curve
Cryptography). A quantum computer running Shor's algorithm can quickly break the security
provided by these workhorses of classical cryptography, making current security systems "poof
obsolete".

2. Compromising Forward Secrecy: Shor's algorithm can break ephemeral key exchange
algorithms like Elliptic Curve Diffie-Hellman Ephemeral (ECDHE), which are used to ensure
Perfect Forward Secrecy (PFS) in protocols like TLS (Transport Layer Security).

3. Driving PQC Adoption: The threat posed by Shor's algorithm is the primary reason for the
urgent global shift toward Post-Quantum Cryptography (PQC). PQC uses completely different,
more complex mathematics that is believed to be tough enough to stand up to a quantum
computer.

Question 32. What is a hybrid key exchange?

A hybrid key exchange is a cryptographic scheme that combines a classical (pre-quantum)
algorithm with a new Post-Quantum Cryptography (PQC) algorithm, ensuring that the resulting
cryptographic session is secure against both current, classical attacks and future quantum attacks.
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This approach is used to mitigate the risk associated with fully migrating to new PQC algorithms,
which are still maturing and less battle-tested than their classical counterparts. The goal is to ensure
that security remains intact even if one of the underlying algorithms is compromised.

Here is a breakdown of the key elements of a hybrid key exchange, particularly in the context
of Transport Layer Security (TLS) and Perfect Forward Secrecy (PFS):

1. Purpose and Mechanism
* Mitigating the Quantum Threat: The primary reason for adopting hybrid key exchange is to
establish a quantum-resistant key exchange. Classical key exchange algorithms, like
Elliptic Curve Diffie-Hellman Ephemeral (ECDHE), which are relied upon for modern TLS,
can be broken by quantum computers using Shor's algorithm.
« Combining Strengths: A hybrid key exchange addresses this risk by combining the
established strength of a classical algorithm (like X25519) with a standardized PQC Key
Encapsulation Mechanism (KEM) (like FIPS 203 ML-KEM, formerly Kyber).
» Security Assurance: The resulting key established through this hybrid method provides
security against both sets of adversaries. If the PQC algorithm is eventually broken by new
quantum-era methods, the session is still secured by the classical algorithm. Conversely, if the
classical algorithm is broken, the PQC component still protects the session.

2. Applications in Perfect Forward Secrecy (PFS)

PQC is being used in the latest versions of TLS, particularly TLS 1.3, to provide perfect forward

secrecy (PFS).
* Protecting Against HNDL: The hybrid key exchange is necessary to defend against the
"harvest now, decrypt later" (HNDL) attack. In HNDL, adversaries stockpile currently encrypted
data, waiting for the arrival of a powerful quantum computer capable of decrypting it later. By
using a hybrid PQC KEM, the session key is secured against quantum decryption, ensuring
that past communication remains secret.
» Standardization: TLS 1.3 mandates PFS and utilizes a flexible extension mechanism that
allows these new, hybrid PQC key exchange groups to be integrated without overhauling the
entire protocol.

Question 33. What is Kyber FIPS 203 ML-KEM used for?

The algorithm formerly known as CRYSTALS-Kyber, now standardized by NIST as ML-KEM
(Module-Lattice-based Key-Encapsulation Mechanism), is primarily used for general encryption and
establishing shared secret keys.

Here is a detailed breakdown of its uses and applications:

Primary Functions
» General Encryption (Locking Stuff Up): ML-KEM/Kyber is described as the algorithm
selected by NIST for general encryption. It is used for "locking stuff up".
» Key Encapsulation Mechanism (KEM): ML-KEM is the primary Key Encapsulation
Mechanism (KEM) selected by NIST. KEMs are essential for securely agreeing upon and
establishing shared secret keys between two parties.
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* Protecting Data: It is a strong candidate for protecting data at rest in databases.

Role in Post-Quantum Cryptography (PQC)
ML-KEM/Kyber is one of the "new building blocks for a quantum secure world". It was standardized
by NIST in 2023 under FIPS 203.

Applications in Secure Systems
Kyber is utilized in critical security protocols, often in a hybrid configuration, to provide quantum
resistance:
* Transformativ IP's Q-InfoSecur™ Cryptosystem: Transformativ IP's Q-InfoSecur™
cryptosystem specifically uses Kyber for encrypting data and establishing shared secret
keys. This PQC algorithm is combined with "intelligence-grade symmetric cryptography" for
high performance.
* Hybrid Key Exchange (TLS/PFS): Kyber is essential for establishing Perfect Forward
Secrecy (PFS) in the latest versions of TLS (Transport Layer Security), particularly TLS 1.3. It
is used in hybrid key exchange schemes, which combine the established strength of classical
algorithms like X25519 with a standardized PQC KEM like ML-KEM (Kyber).
° This hybrid approach is necessary to defend against the "harvest now, decrypt later"
(HNDL) attack.
> Major companies, including Meta, have transitioned to using a hybrid key exchange (Kyber
with X25519) in their TLS connections.
» Critical Infrastructure: It is used in Transformativ IP's cyber architecture, which is compliant
with IEC 62351 / GOOSE standards, to provide quantum-resistant security for critical
infrastructure like power grids.

Technical Context

Kyber is a lattice-based algorithm. As a PQC algorithm, its security relies on complex math problems
that are believed to be tough enough to stand up to classical or quantum computers, making it a
replacement for classical encryption algorithms like RSA and ECC that are vulnerable to Shor's
algorithm.

Question 34. What is the primary NIST FIPS 203 ML-KEM algorithm?

The primary Key Encapsulation Mechanism (KEM) algorithm standardized by the U.S. National
Institute of Standards and Technology (NIST) is ML-KEM.

Here are the key details regarding this algorithm:

* NIST Name and Purpose: ML-KEM stands for Module-Lattice-based Key-Encapsulation
Mechanism. It is the primary KEM selected by NIST for general encryption. Its purpose is for
"locking stuff up" and establishing shared secret keys.

* Former Name: ML-KEM was formerly known as CRYSTALS-Kyber. It is widely referred to
simply as Kyber.

 Standardization: Kyber (ML-KEM) was standardized by NIST in 2023 under FIPS 203.
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 Application: Kyber is a strong candidate for protecting data at rest in databases. It is also
the PQC algorithm used by Transformativ IP's Q-InfoSecur™ cryptosystem for encrypting
data and establishing shared secret keys.

» Backup KEM: NIST also selected HQC (Hardness of Covering Code) as a backup KEM to
ML-KEM, providing an alternative for security assurance in case of future vulnerabilities.

Question 35. Which NIST standard covers FIPS 204 ML-DSA?

The NIST standard that covers the Post-Quantum Cryptography (PQC) algorithm ML-DSA
(Module-Lattice-based Digital Signature Algorithm) is FIPS 204.

ML-DSA was formerly known as CRYSTALS-Dilithium. This algorithm is the primary digital
signature algorithm selected by NIST. Digital signatures, like those provided by ML-DSA, are used
to prove that something is authentic and hasn't been messed with.

Question 36. Which algorithm handles digital signatures?

The algorithm that handles digital signatures in the context of Post-Quantum Cryptography (PQC) is
primarily FIPS 204 ML-DSA (Module-Lattice-based Digital Signature Algorithm), although FIPS 205
SLH-DSA is also a standardized option.

Digital signatures are essential for authentication and ensuring that data is authentic and has not
been tampered with.

Here are the new PQC algorithms that handle digital signatures, as standardized by NIST:

* FIPS 204 ML-DSA (Module-Lattice-based Digital Signature Algorithm): This is the primary
digital signature algorithm selected by NIST.
o It was formerly known as CRYSTALS-Dilithium (or simply Dilithium).
o It is used for authentication and ensuring data integrity.
o ML-DSA was standardized by NIST in 2023 under FIPS 204.
o Dilithium is utilized by Transformativ IP's Q-InfoSecur™ cryptosystem and Q-SecurKey™
technology.
* FIPS 205 SLH-DSA (Stateful Hash-Based Signature Standard): This is another PQC
signature algorithm selected by NIST.
o It was formerly known as SPHINCS+ (or Sphinx Plus).
o It is considered a solid backup digital signature algorithm.
> SLH-DSA was standardized under FIPS 205.
o SLH-DSA is a signature algorithm suitable for authenticating data and ensuring
integrity.
The core function of these algorithms is to prove online identity. ML-DSA or SLH-DSA are generally
the "signature algorithms suitable for authenticating data and ensuring integrity".

Question 37. What is the NIST standard for FIPS 203 ML-KEM Kyber?

Page 31 of 48, 58 Question FAQ And Glossary of Terms for CTOs and CIOs from TransformativiP.com



http://transformativip.com
http://transformativip.com

Page 32 of 48, 58 Question FAQ And Glossary of Terms for CTOs and CIOs from TransformativIP.com

The NIST standard that covers the Post-Quantum Cryptography (PQC) algorithm formerly known as
Kyber is FIPS 203. Kyber is now formally known by its standardized name, ML-KEM
(Module-Lattice-based Key-Encapsulation Mechanism).

ML-KEM (Kyber) is the primary key encapsulation mechanism (KEM) selected by NIST for general
encryption, and is used for "locking stuff up". It is a strong candidate for protecting data at rest in
databases. The algorithm was standardized by NIST in 2023 under FIPS 203.

For context, NIST also standardized other PQC algorithms:

* FIPS 204 ML-DSA (formerly CRYSTALS-Dilithium) is the primary digital signature algorithm,
covered by FIPS 204.

* FIPS 205 SLH-DSA (formerly SPHINCS+) is another quantum-resistant digital signature
standard, covered by FIPS 205.

* FIPS 202 SHA-3 is covered by FIPS 202.

Question 38. What is the purpose of FIPS 203 ML-KEM?

The primary purpose of ML-KEM (Module-Lattice-based Key-Encapsulation Mechanism), formerly
known as CRYSTALS-Kyber, is to serve as the new standard algorithm for general encryption and
establishing shared secret keys in a quantum-secure world.

Here is a breakdown of the purposes and applications of ML-KEM, drawing from the sources:
I. Core Purpose and Standardization

* General Encryption: ML-KEM/Kyber is selected by NIST for general encryption, described
as being for "locking stuff up".

* Primary Key Encapsulation Mechanism (KEM): It is the ** primary KEM selected by
NIST**. KEMs are used to securely establish a shared secret key between two parties.

* New Building Block: ML-KEM is considered one of the "brand new building blocks for a
quantum secure world".

 Standardization: It was standardized by the U.S. National Institute of Standards and
Technology (NIST) in 2023 under FIPS 203.

Il. Applications in Data Security
» Data at Rest in Databases: ML-KEM is identified as a strong candidate for protecting
data at rest in databases.
« Commercial Cryptosystems: It is utilized by commercial entities, such as Transformativ IP,
in its Q-InfoSecur™ cryptosystem specifically for encrypting data and establishing shared
secret keys.
* Critical Infrastructure: It is used in Transformativ IP's IEC 62351 / GOOSE compliant cyber
architecture to provide quantum-resistant security.

lll. Role in Quantum-Resistant Communication
* Protecting Connections: Kyber is used "for making sure your connection is secret".
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* Perfect Forward Secrecy (PFS): ML-KEM is used to provide perfect forward secrecy
(PFS) in protocols like TLS 1.3.

* Hybrid Key Exchange: PQC algorithms like ML-KEM are combined with established
classical algorithms (e.g., X25519) in hybrid key exchange schemes. This strategy is
necessary to defend against the "harvest now, decrypt later” (HNDL) attack by ensuring the
ephemeral session key is quantum-resistant. Major companies like Meta and Akamai have
adopted hybrid key exchange using Kyber for their TLS connections.

Question 39. Which algorithm handles digital signatures?

The primary algorithms that handle digital signatures in the context of Post-Quantum Cryptography
(PQC) are FIPS 204 ML-DSA and FIPS 205 SLH-DSA, which have both been standardized by NIST.
Digital signatures are essential because they determine "how you prove something is authentic and
hasn't been messed with".

Here is a detailed breakdown of these standardized PQC signature algorithms:

1. FIPS 204 ML-DSA (CRYSTALS-Dilithium)
ML-DSA (Module-Lattice-based Digital Signature Algorithm), formerly known as
CRYSTALS-Dilithium (or simply Dilithium), is the primary digital signature algorithm selected and
standardized by NIST.
* Function: It is used for authentication and integrity verification in database operations.
Dilithium is specifically noted as the algorithm used for "proving you are who you say you are
online".
 Standardization: It was standardized by NIST in 2023 under FIPS 204.
« Commercial Use: The company Transformativ IP uses Dilithium in its Q-InfoSecur™
cryptosystem and Q-SecurKey™ technology for authentication and ensuring data
integrity.

2. FIPS 205 SLH-DSA (SPHINCS+)
SLH-DSA (Stateful Hash-Based Signature Standard), formerly known as SPHINCS+ or
Sphinx Plus, is another PQC signature algorithm that has been standardized by NIST.
* Function: It is designated as a "solid backup digital signature algorithm". SLH-DSA is a
signature algorithm suitable for authenticating data and ensuring integrity.
 Standardization: It was standardized under FIPS 205.

These PQC signature algorithms replace vulnerable classical cryptography methods and ensure data
integrity against both classical and future quantum computing attacks.

Question 40. What is the primary use of SGX?

The primary use of Intel Software Guard Extensions (SGX), as described in the sources, is to
provide a hardware-based confidential computing solution that creates secure, isolated execution
environments called enclaves.

This mechanism is used to protect code and data while it is actively being processed, preventing
unauthorized parties from viewing or tampering with sensitive information.
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Here is a detailed breakdown of the primary uses and context of SGX, particularly in
decentralized and secure computing:

1. Protecting Data in Use

The fundamental purpose of SGX is to protect data in use.
» Secure Enclaves: SGX creates hardware-based Trusted Execution Environments (TEEs).
These enclaves are encrypted and isolated from the host operating system, hypervisor, or
other privileged software.
* Preventing Tampering: This isolation prevents system administrators and unauthorized
parties from inspecting or altering the data or the code running inside the enclave.

2. Applications in Decentralized Systems (Blockchain Oracles)
SGX is critical for confidential computing applications within decentralized networks, especially
when dealing with sensitive off-chain data.
» Securing Oracle Computation: Oracle nodes in a Decentralized Oracle Network (DON) can
operate within SGX enclaves to securely fetch, aggregate, and process off-chain data. This
use case includes:
> Private Auctions or Voting: Processing sensitive data confidentially.
o Secure Data Aggregation: Preventing unauthorized parties from accessing the data while
it is being computed by the oracle.
* Generating Verifiable Proofs (ZKPs): SGX is used by oracle nodes to generate
zero-knowledge proofs (ZKPs). The ZKP generation, which involves retrieving and processing
confidential data (like a credit score), occurs inside the TEE to ensure the data remains
encrypted in memory during the process.
* Attestation for Proof of Execution: TEEs (like SGX) generate cryptographic attestations
that prove the oracle's code ran correctly within the secure, tamper-proof environment. This
provides cryptographic assurance that the oracle's result is valid and confidential.

3. Combining SGX with Q-SecurKey™

While Q-SecurKey™ is a policy-based access control system that protects data at rest and in transit,

SGX protects data in use.
* Multi-layered Security: Combining SGX with Q-SecurKey™ creates a robust defense
framework. SGX protects the sensitive computation performed by the oracle, and then the
Q-SecurKey™ policy verifies the cryptographic signature produced by the SGX-protected
oracle before executing a smart contract function.
 Confidential Al: SGX can be used to execute Al/ML models inside a TEE, protecting the
proprietary algorithm and the data it processes (e.g., patient records) from unauthorized
access, ensuring the integrity of the data stream that has been secured by Q-SecurKey™.

Question 41. What is FIPS 204 ML-DSA's primary function?

The primary function of FIPS 204 ML-DSA (Module-Lattice-based Digital Signature Algorithm) is to
serve as the new standard for digital signatures, which addresses the quantum threat to classical
cryptography.

Key details regarding ML-DSA's function include:
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* Primary Digital Signature Algorithm: ML-DSA is the primary digital signature algorithm
selected by NIST (National Institute of Standards and Technology).

* Authentication and Integrity: Its core purpose is to handle digital signatures, which
determine "how you prove something is authentic and hasn't been messed with".

Specifically, it is used for authentication and integrity verification in database operations, and is
described as suitable for authenticating data and ensuring integrity.
* Proving ldentity: It is used for proving you are who you say you are online.
« Commercial Use: FIPS 204 ML-DSA, formerly known as CRYSTALS-Dilithium, is used in
commercial products like Transformativ IP's Q-InfoSecur™ cryptosystem for authentication
and ensuring data integrity.

ML-DSA is one of the "brand new building blocks for a quantum secure world" and was standardized
by NIST in 2023 under FIPS 204.

Question 42. Name three key caching thresholds.

The three primary security thresholds used to limit key reuse when caching cryptographic keys,
particularly those generated from a seed, are designed to balance performance gains with the
security risks associated with keeping a key in volatile memory (RAM) for too long.

The three key caching thresholds are:

1. Maximum Age (Time-to-Live, or TTL): This threshold sets the maximum lifespan of a
cached key entry, measured from the moment it was generated and stored. It enforces a
time-based rotation policy, ensuring that keys are replaced periodically to limit their "exposure
window". A Q-SecurKey™ policy, for instance, includes a TTL attribute, and access is denied if
the current time has passed the expiration date.

2. Maximum Number of Uses: This threshold specifies the maximum number of times a
cached key can be used for cryptographic operations, such as signing or encryption. Its
purpose is to prevent the overuse of a single key, which could make it more susceptible to
cryptanalysis over time.

3. Maximum Amount of Data Protected: This threshold limits the total amount of data that a
single cached key can be used to encrypt or authenticate. This serves as a direct mitigation for
the "exposure per key" risk, ensuring that if the key is compromised, an attacker can only
decrypt or access the specified amount of data protected by that key.

Question 43. What is the purpose of HQC?

The purpose of HQC (Hardness of Covering Code) is to serve as a backup Key Encapsulation
Mechanism (KEM) selected by the U.S. National Institute of Standards and Technology (NIST).

Its function is to provide an additional layer of security assurance in the post-quantum
environment. It acts as an alternative to the primary standardized KEM, FIPS 203 ML-KEM (Kyber),
to mitigate risk in case future vulnerabilities are discovered in ML-KEM.
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Key details about HQC:
* Algorithm Type: It is a Key Encapsulation Mechanism (KEM).
* Role: HQC is a backup KEM.
» Context: HQC is selected to offer an alternative to ML-KEM in case of future vulnerabilities.

Question 44. What is Transformativ IP's patented technology?

The patented technology developed by Transformativ IP is the Q-SecurKey™ system, which is also
referred to in the sources as Hyper Key or Q Sec Key.

The central innovation of the Q-SecurKey™ system is its unique approach to security and access
control, which shifts policy enforcement from vulnerable central servers to the data itself.

Core Patented Concept

The fundamental idea of the Q-SecurKey™ patented technology is that it "smash[es] together"
encryption and access control.

1. Embedded Access Rules: The technology creates a "smart key" that actually builds the access
rules right into the encryption itself. Instead of being a "dumb key that just locks and unlocks stuff",
the Q-SecurKey™ embeds access policies directly into its own cryptographic DNA and key structure.
2. Decentralized Security: By embedding these policies, the Q-SecurKey™ system decentralizes
security. The key itself knows who's allowed to use it, where they can use it, and when. This
ensures the policy is enforced directly by the key and the data it protects, making the security "part of
the data's DNA" and removing reliance on a central server, which is often a weak spot.

3. Tamper Resistance: This approach creates a more secure, decentralized, and tamper-resistant
security model. The system replaces traditional key management with a form of "solid-state,
tamper-resistant authentication".

Features Built on the Patented Technology
Transformativ IP builds several advanced features on top of this patented core idea:

« Self-Healing: The system is self-healing, meaning it can autonomously detect, respond to,
and fix breaches or failures.

» Adaptive Key Rotation: The Q-SecurKey™ system includes adaptive key rotation,
allowing it to automatically change the locks if it senses a threat.

* Crypto-Agility: The technology is designed to be crypto-agile, enabling it to seamlessly
adapt to evolving cryptographic algorithms and regulatory requirements.

* PQC Foundation: The system uses NIST-selected Post-Quantum Cryptography (PQC)
algorithms, specifically CRYSTALS-Kyber and CRYSTALS-Dilithium, as the secure
foundation for its cryptographic operations.

In essence, Transformativ IP takes the core open-source PQC algorithms and builds the

Q-SecurKey™ proprietary innovation on top, monetizing the engineering and enterprise-grade
features that simplify compliant and self-defending data security.
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Question 45. Which NIST PQC algorithms are used?

The Post-Quantum Cryptography (PQC) algorithms that are standardized by the U.S. National
Institute of Standards and Technology (NIST) and those currently used in practice, such as by
Transformativ IP, fall into two main categories: Key Encapsulation Mechanisms (KEMs) for encryption
and Digital Signature Algorithms (DSAs) for authentication.

The standardized NIST PQC algorithms that are used include the following:
I. Primary Standardized Algorithms FIPS 203 ML-KEM and FIPS 204 ML-DSA

These algorithms were the focus of NIST's effort to standardize "new building blocks for a quantum
secure world".

Algorithm Former FIPS Primary Function Context of Use

(NIST Name) Name Standard

Used for "locking stuff up" and
is a strong candidate for

Key Encapsulation protecting data at rest in

Mechanism (KEM)

ML-KEM CRYSTAL FIPS 203 for aeneral encrvption databases. Transformativ IP's
S-Kyber or 9 ' encryp Q-InfoSecur™ cryptosystem
and establishing .
Kyber . uses Kyber for encrypting
secret connections. s
data and establishing
shared secret keys.
Used for "proving you are who
- . you say you are online" and
CRYSTAL R:ggiilt:r:??lgtsuszfor ensuring data is authentic and
ML-DSA S-Dilithiu  FIPS 204 9 oL hasn't been tampered with.
authentication and .
m or ensuring data Transformativ IP uses
Dilithium 9 Dilithium for authentication

integrity. and integrity.

Il. Backup and Hash Algorithms
NIST also standardized alternative algorithms to provide redundancy, which is necessary due to the
evolving nature of PQC research.

Algorithm F FIPS
(NIST Name) ormer Primary Function Context of Use
Name Standard

Digital Signature
Algorithm (DSA);

SLH-DSA g:’;llﬁl(;?: FIPS 205 specified as a Suitable for authenticating data
P backup quantum and ensuring integrity.
Plus : .
resistant signature
standard.
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Selected by NIST as a backup

Hardness of . KEM to ML-KEM in case of
Key Encapsulation

HQC Covering N/A Mechanism (KEM) future vulnerabilities, offering an
Code " additional layer of security
assurance.
Secure An approved algorithm for
SHA-3 Hash FIPS 202 Hash Algorithm. pproved aigonthm
Algorithm 3 generating message digests.

Usage by Commercial Entities

Companies like Transformativ IP, which build proprietary security solutions, utilize the NIST-selected
algorithms as the foundation for their products:
* Transformativ IP's Q-InfoSecur™ cryptosystem uses the PQC algorithms
CRYSTALS-Kyber and CRYSTALS-Dilithium.
» These PQC algorithms are combined with "intelligence-grade symmetric cryptography" to
provide high-performance encryption.

Question 46. What is the Q-SecurKey™ self-healing function?

The Q-SecurKey™ self-healing function is a core, proprietary mechanism of Transformativ IP's
Q-SecurKey™ system designed to autonomously detect, respond to, and recover from security
anomalies or potential breaches within the cryptographic architecture. This mechanism allows the
system to return to a secure state without requiring manual human intervention.

Here is an elaboration on the self-healing function, its process, and its purpose:

Primary Function and Goal

The purpose of self-healing is to ensure the continuous security and reliability of the key
management system and the data it protects. It aims to minimize damage and downtime by using
decentralized controls and dynamic processes.

The Self-Healing Process
The self-healing mechanism operates in several stages, triggered by real-time threat intelligence and
policy violations:

1. Continuous Monitoring and Anomaly Detection

The process starts with continuous monitoring of the cryptographic system and its environment,

scanning for security threats or unusual activity.
» Anomaly Detection: The system looks for patterns that deviate from established norms,
such as a user accessing data from an atypical location or at an odd time, which may trigger
a security alert.
* Tamper Detection: Since every critical action is tied to a unique, cryptographically signed
Q-SecurKey™, any attempt to tamper with the data, the signature, or the embedded policy
will be instantly detected.
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2. Automated Threat Response (The "Circuit Breaker")

Upon detecting a potential threat or policy violation, the system immediately initiates an automated

response.
* Immediate Key Revocation: If a Q-SecurKey™ is determined to be compromised or
suspicious, the system can instantly revoke the key across all connected systems and the
Distributed Ledger Technology (DLT). This acts as a crucial "circuit breaker" that immediately
stops the compromised key from being used for any further transactions. The revocation is
broadcast and immutably recorded on the DLT.
* Quarantine and Isolation: The system can automatically quarantine the compromised
entity—a device, user, or application—by blocking its network access or isolating its data to
prevent the threat from spreading laterally.
» Automated Alerts: The system sends real-time alerts to security teams, providing all the
cryptographic and log evidence related to the security incident.

3. Adaptive Key Rotation and Recovery
Unlike traditional systems that rely on slow, manual, or pre-scheduled key rotations, Q-SecurKey™'s
self-healing enables adaptive, threat-driven recovery.
» Seamless Deployment of New Keys: If a legitimate user's key needs rotation, the system
can seamlessly deploy a new key in the background without the user noticing, while
simultaneously blacklisting the compromised key.
» Restoration to a Secure State: The system can autonomously restore a secure state based
on the incident, utilizing the immutable record on the DLT.
» Automated Policy Updates: After a compromise, the system can automatically generate
and enforce new policies to tighten security based on the nature of the attack, pushing this
new policy to relevant devices.

Real-World Examples

* Drug Supply Chain: If a counterfeit vial is scanned and the cryptographic signature fails, the
self-healing system immediately flags the fake serial number as compromised, revokes the
associated key serial number, and broadcasts a real-time alert. The data is described as
"literally defending itself".

* Manufacturing lloT: If a malicious actor attempts to push unauthorized firmware to an lloT
sensor, the Q-SecurKey™ policy check fails. The self-healing mechanism is triggered,
instantly revoking the sensor's Q-SecurKey™, isolating the sensor, and blocking
communication to prevent the ransomware from spreading laterally. Once the threat is
neutralized, a new, clean Q-SecurKey™ is automatically generated and provisioned to the
sensor.

Question 47. What are two DLT limitations?

Based on the sources regarding the implementation of systems like Q-SecurKey™ in complex
environments (such as the drug supply chain), two primary limitations of traditional Distributed Ledger
Technologies (DLTs), specifically public blockchain architectures, are scalability and data
privacy/confidentiality.

1. Scalability and Performance:
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o Traditional blockchains, such as Bitcoin and Ethereum, generally handle a limited number
of transactions per second (TPS).

o This low processing speed is a fundamental challenge for high-volume industries like the
pharmaceutical supply chain, which requires real-time tracking for potentially billions of
individual items.

2. Data Privacy and Confidentiality:

> Public blockchains are designed for transparency, meaning transaction records are
typically visible to all network participants.

° This inherent transparency is incompatible with the strict data privacy requirements of
many regulated industries, which must protect proprietary information, trade secrets, and
sensitive patient data.

> The Q-SecurKey™ system addresses this limitation by ensuring that actual health data is
never stored on a public ledger; instead, the ledger stores only cryptographic hashes
(references) to the off-chain data.

An additional limitation noted by the sources is the high cost and energy consumption associated
with traditional Proof-of-Work (PoW) chains, which often requires significant infrastructure investment
and high transaction fees.

Question 48. Which standard is FIPS 140-3?

The sources identify FIPS 140-3 as a Federal Information Processing Standard that governs the
security requirements for cryptographic modules.

Here is a detailed breakdown of the standard:

1. Purpose and Scope
FIPS 140-3 is the U.S. and Canadian government standard that a cryptographic module must pass
to be used by government agencies and regulated industries. It specifies the strict security
requirements for hardware, software, and firmware implementations of cryptographic algorithms.
« Validation Requirement: To be FIPS-compliant, a company must have its entire
cryptographic module—which contains the cryptographic software—tested and validated by a
third-party laboratory to ensure it meets these security requirements.
 Security Levels: The standard defines security levels, with the cost of validation varying
based on the level required (Level 1, 2, 3, or 4).
* Module, Not Algorithm: FIPS 140-3 does not define the cryptographic algorithms
themselves, but rather the security of the module that houses and executes them.

2. Relationship to PQC Algorithms
FIPS 140-3 is the standard that ensures the implementation of the new Post-Quantum Cryptography
(PQC) algorithms is secure:
» The new, free, and open PQC algorithms standardized by NIST are defined under FIPS 203
ML-KEM (Kyber), FIPS 204 ML-DSA (Dilithium), and FIPS 205 SLH-DSA (SPHINCS+).
* FIPS 140-3 is the standard that the module containing these algorithms must pass to be
considered secure and compliant for government use.

3. Implementation and Cost
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Achieving FIPS 140-3 validation is described as a complex, time-consuming, and costly process:
» Cost: NIST charges cost recovery fees for its oversight of the Cryptographic Module
Validation Program (CMVP), with base fees ranging from $14,000 for Level 1 to $15,500 for
Level 3 (as of January 2024). Accredited lab fees and internal company costs significantly add
to this total.

» Timeframe: The average FIPS 140-3 validation takes approximately 1.59 years (579 days)
from the report submission to certificate issuance, with the total project time potentially
exceeding two years.

4. Commercial Value

Because the validation process is so difficult, companies like Transformativ IP charge for the service
of achieving and maintaining FIPS 140-3 certification on behalf of their clients. Commercial vendors
sell pre-validated components to help other companies bypass this lengthy and costly process.

Question 49. What is FIPS 203 ML-KEM?

FIPS 203 is a Federal Information Processing Standard published by the U.S. National Institute of
Standards and Technology (NIST).

This standard is crucial because it defines one of the new core algorithms for Post-Quantum
Cryptography (PQC):

* Designation: FIPS 203 specifies the Module-Lattice-based Key-Encapsulation
Mechanism (ML-KEM), which is a new quantum-resistant public-key algorithm.
* Former Name: ML-KEM was formerly known as CRYSTALS-Kyber. It is often referred to
simply as Kyber.
* Purpose: ML-KEM is the primary key encapsulation mechanism (KEM) selected by NIST
for general encryption. It is used for establishing shared secret keys and "locking stuff up".
» Context: FIPS 203 is part of the first batch of finalized PQC standards resulting from a global
effort to create a quantum-secure world. ML-KEM is used by commercial systems, such as
Transformativ IP's Q-InfoSecur™ cryptosystem, for encrypting data and establishing shared
secret keys.
It is important to note that FIPS 203 defines the algorithm itself, while FIPS 140-3 is the standard that
a cryptographic module (the product implementation that contains the FIPS 203 algorithm) must pass
to be used by government agencies and regulated industries.

Question 50. What is the cost for FIPS Level 1?

The cost for FIPS 140-3 validation at Level 1 is a base fee of $14,000 charged by the National
Institute of Standards and Technology (NIST).

It is important to note that this is specifically the NIST cost recovery fee. The total cost for

FIPS validation is significantly higher than this base fee, as the overall expense is composed
of several components:
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* NIST Cost Recovery Fees: For Security Level 1, this base fee is approximately $14,000.
 Accredited Lab Fees: These fees are often the largest portion of the total cost. Testing labs
charge for the extensive work required to test a cryptographic module for conformance, and
these fees vary based on the module's complexity and security level.

* Internal Costs: A company's own internal costs, including salaries for engineering, security,
and compliance teams, consulting fees, and development time, will far exceed the official NIST
fees.

The complex, time-consuming, and costly nature of the FIPS 140-3 validation process (which
averages about 1.59 years) is why companies offer services to handle this certification for their
clients.

Question 51. What is FIPS 203 ML-KEM used for?

The primary purpose of FIPS 203 ML-KEM (Module-Lattice-based Key-Encapsulation Mechanism),
formerly known as CRYSTALS-Kyber or simply Kyber, is to serve as the foundational Post-Quantum
Cryptography (PQC) standard for encryption and establishing secure communication.

ML-KEM is central to the "new toolkit for the internet" and is one of the "brand new building blocks for
a quantum secure world".

Core Functions and NIST Standardization
» Key Encapsulation Mechanism (KEM): ML-KEM is the primary key encapsulation
mechanism (KEM) selected by the U.S. National Institute of Standards and Technology
(NIST).
» General Encryption: Its fundamental use is for general encryption and "locking stuff up".
« Establishing Shared Secret Keys: It is used for establishing shared secret keys between
communicating parties.
 Standardization: ML-KEM (Kyber) was standardized by NIST in 2023 under FIPS 203.
Specific Applications and Implementations

ML-KEM is used across various layers of digital security:

1. Protecting Data at Rest:
o |t is identified as a strong candidate for protecting data at rest in databases.
> Transformativ IP's proprietary Q-InfoSecur™ cryptosystem utilizes CRYSTALS-Kyber
specifically for encrypting data and establishing shared secret keys.
2. Ensuring Confidentiality in Transit (TLS and PFS):
> FIPS 203 ML-KEM is used to provide Perfect Forward Secrecy (PFS) in the context of TLS,
particularly the latest version, TLS 1.3.
> This is achieved through hybrid key exchange schemes, which combine the established
strength of a classical algorithm (like X25519) with a standardized PQC KEM like ML-KEM
(Kyber).
o This hybrid approach is necessary to make the key exchange quantum-resistant and
defend against the "harvest now, decrypt later" (HNDL) attack.
> Major companies such as Meta and Akamai have already deployed or begun rolling out
support for hybrid PQC using Kyber (specifically the X25519MLKEM768 scheme) for their TLS
connections.
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3. Critical Infrastructure Security:
o It is used in compliant cyber architectures, such as Transformativ IP's IEC 62351 / GOOSE
compliant cyber architecture, to provide quantum-resistant security for critical infrastructure
like power grids.

Question 52. What is the primary purpose of PFS?

The primary purpose of Perfect Forward Secrecy (PFS) is to generate unique, temporary
encryption keys for each communication session to prevent the compromise of a single
long-term key from decrypting all past and future data. In essence, PFS isolates security risk,
ensuring that a large-scale breach of a major private key does not expose historical or subsequent
communications.

Key Functions and Importance

1. Compromise Isolation (The Core Goal): PFS generates a new, unique "session key" for every
new connection, message, or session. These keys are ephemeral (temporary) and are destroyed
once the session ends. This ensures that if a server's long-term private key is stolen, the attacker can
only decrypt past traffic if that traffic was not encrypted with PFS. With PFS, the long-term key cannot
be used to retroactively decrypt past sessions.

2. Protection Against Future Threats: PFS is vital for defending against future decryption
capabilities, specifically from quantum computing. Since quantum computers pose a threat to
classical key exchange algorithms (like ECDHE) used for PFS, the traffic encrypted today is
vulnerable to the "harvest now, decrypt later” (HNDL) attack. PFS provides protection against this
by ensuring that if a quantum computer eventually compromises the long-term key, the ephemeral
session keys used for past communications remain secure because they were never stored
long-term.

3. Modern Security Foundation: PFS adds a critical layer of security to services like web browsing,
messaging, and VPNSs. It is now an industry standard, mandated in modern protocols like TLS 1.3.
To ensure PFS remains effective in the face of quantum computing, Post-Quantum Cryptography
(PQC) algorithms are being integrated into hybrid key exchange schemes, combining classical
algorithms (like X25519) with PQC Key Encapsulation Mechanisms (KEMs) like FIPS 203 ML-KEM
(Kyber).

Question 53. What does the Q-InfoSecur™ cryptosystem use?

The Q-InfoSecur™ cryptosystem developed by Transformativ IP uses a combination of newly
standardized Post-Quantum Cryptography (PQC) algorithms and proprietary symmetric cryptography.
Specifically, the system uses:

1. FIPS 203 ML-KEM (formerly CRYSTALS-Kyber): This lattice-based Key Encapsulation
Mechanism (KEM) is used by the Q-InfoSecur™ cryptosystem for encrypting data and **establishing
shared secret This lattice-based Key Encapsulation Mechanism (KEM) is used by the Q-InfoSecur™
cryptosystem for encrypting data and establishing shared secret keys. Kyber was standardized by
the U.S. National Institute of Standards and Technology (NIST) in 2023 under FIPS 203.
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2. FIPS 204 ML-DSA (formerly CRYSTALS-Dilithium): This lattice-based Digital Signature
Algorithm (DSA) is used for authentication and ensuring data integrity. Dilithium was standardized
by NIST in 2023 under FIPS 204.

3. Intelligence-Grade Symmetric Cryptography: In addition to the PQC algorithms, the
Q-InfoSecur™ cryptosystem combines them with "intelligence-grade symmetric cryptography" to
provide high-performance encryption.

The Q-InfoSecur™ cryptosystem is also built around the company's patented innovation called
Q-SecurKey™, which embeds encryption and access control into a single, tamper-resistant system.
The PQC algorithms serve as the quantum-resistant foundation for this broader key management
system.

Question 54. How does Q-SecurKey™ self-heal?

The Q-SecurKey™ self-healing function is a proprietary mechanism that allows the system to
autonomously detect, respond to, and recover from security threats or policy failures, minimizing
reliance on manual human intervention. This process is achieved through decentralized controls and
dynamic processes integrated into the Q-SecurKey™ cryptographic architecture.

Here is a detailed breakdown of how the Q-SecurKey™ system self-heals:

1. Continuous Monitoring and Anomaly Detection

The self-healing process begins with continuous, real-time monitoring of the cryptographic system

and its environment.
* Real-time Threat Intelligence: The system continuously scans for unusual activity or
potential security threats, correlating data from sources like transaction logs, sensors, and
network traffic.
» Tamper Detection: Since every critical action is tied to a unique, cryptographically signed
Q-SecurKey™  any attempt to tamper with the data, the signature, or the embedded policy will
be instantly detected. This tamper-resistant nature makes it impossible for an attacker to
forge a valid signature.
 Suspicious Behavior: The system flags patterns that deviate from established norms, such
as a user accessing data from an atypical location or at an odd time.

2. Automated Threat Response ("Circuit Breaker")

Upon detecting an anomaly or policy violation, the system triggers an immediate, automated

response.
* Inmediate Key Revocation: If a Q-SecurKey™ is detected as compromised or is involved in
a policy violation, the system can instantly revoke the key across all connected systems and
the Distributed Ledger Technology (DLT). This acts as a crucial "circuit breaker" that
immediately stops the compromised key from being used for any further transactions. The
revocation is immutably recorded on the DLT.
* Quarantine and Isolation: The system can automatically quarantine the compromised
entity—a device, user, or application—by blocking its network access or isolating its data to
prevent the threat from spreading.
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« Automated Alerts: The system automatically sends alerts to security teams, providing all the
cryptographic and log evidence related to the incident.

3. Adaptive Recovery and Policy Updates

The recovery stage is designed to return the system to a secure state with minimal disruption.
» Adaptive Key Rotation: Instead of relying on manual key rotations, the self-healing process
enables adaptive key rotation in response to threats. If a legitimate user's key is suspected of
being compromised, a new key can be automatically generated and distributed seamlessly in
the background, while the old key is blacklisted.
» Automated Policy Updates: After a security incident, the system can autonomously
generate and enforce new policies to tighten security, pushing this revised policy to all
relevant devices to defend against the specific attack vector.
» Secure Restoration: The system autonomously restores a secure state by using the
immutable record on the DLT. For instance, if an lloT sensor is compromised, the self-healing
process can automatically generate and provision a new, clean Q-SecurKey™ to the affected
sensor after the threat is neutralized, restoring its cryptographic identity.
Real-World Example (Manufacturing lloT)

If a malicious actor tries to push an unauthorized firmware update to an lloT sensor, the
self-healing function engages as follows:

1. Detection: The sensor's Q-SecurKey™ policy check instantly fails because the malicious firmware
update is not signed by the authorized management console's private key.

2. Response: The system triggers self-healing, instantly revoking the compromised sensor's
Q-SecurKey™ and blocking its communication with the rest of the production line.

3. Containment: The system quarantines the sensor and the attacker's network segment to prevent
the threat (such as ransomware) from spreading laterally.

4. Recovery: Once the threat source is neutralized, a new Q-SecurKey™ is automatically generated
and provisioned to the sensor, restoring it to a known-good, secure state.

In essence, the Q-SecurKey™ self-healing function relies on its patented design, where security
policy is intrinsically linked to the data's cryptographic structure, enabling the data to be "literally
defending itself".

Question 55. What is the quantum threat strategy?

The quantum threat strategy detailed in the sources refers to the active, time-sensitive intelligence
gathering operation known as "harvest now, decrypt later” (HNDL), which is being executed by
adversaries preparing for the eventual arrival of powerful quantum computers.

This strategy is based on the following premises:

1. Stockpiling Encrypted Data

Adversaries are currently engaging in the practice of siphoning up and stockpiling massive
amounts of our encrypted data. This information includes sensitive communications, secure bank
transfers, encrypted emails, and classified government secrets.

2. Waiting for the Quantum Key
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The goal is to store this data while it is still secured by classical encryption (like RSA and ECC).
Adversaries are patiently waiting for the day their quantum computer is powerful enough to break all
those locks.
* This approach is likened to a thief who steals a locked diary, knowing they will eventually
have a "master key that can open any lock".
* The "master key" in this context is Shor's algorithm, which a powerful enough quantum
computer can run to solve the complex mathematical problems underpinning current
cryptography "shockingly fast," making all of our current security "poof obsolete".

3. Mitigation through Post-Quantum Cryptography (PQC)

The entire global effort to transition to PQC is driven by the urgent need to defend against the HNDL

strategy.
* PQC's Defense Role: The use of PQC algorithms, particularly in protocols like TLS, is
explicitly necessary to defend against the HNDL attack.
» Hybrid Key Exchange: Major companies have begun rolling out PQC solutions, such as
Meta and Akamai, which transitioned to using a hybrid key exchange (combining classical
algorithms like X25519 with the PQC algorithm FIPS 203 ML-KEM/Kyber) in their TLS
connections specifically "to protect against HNDL attacks". This hybrid approach ensures
that the ephemeral session key is quantum-resistant, preventing retroactively decryption.
* Need for PFS: Perfect Forward Secrecy (PFS) is critical because it ensures that past
communications encrypted with ephemeral keys cannot be retroactively decrypted, even if
the long-term key is compromised by a quantum computer in the future, thus neutralizing the
HNDL strategy's effectiveness against current traffic.

Question 56. Describe Q-SecurKey™'s core innovation.

The core innovation of Transformativ IP's patented Q-SecurKey™ system is the integration of
encryption and access control directly into the data's cryptographic structure. This innovative
approach creates an intelligent, self-defending security model by decentralizing policy enforcement
away from vulnerable central servers.

Here is a detailed description of Q-SecurKey™'s core innovation:

1. Integrating Encryption and Access Control

The foundational concept of Q-SecurKey™ is that it "smash[es] them together".
* Embedded Access Rules: Q-SecurKey™ moves access controls into the cryptographic
layer. Instead of being a "dumb key that just locks and unlocks stuff," Q-SecurKey™ creates a
"smart key" that actually embeds the access rules and policies directly into its own
cryptographic DNA and key structure.
* Decentralized Policy Enforcement: The encryption key itself contains the rules for who can
decrypt the data, ensuring the policy is enforced directly by the key and the data it protects.
The key itself knows who's allowed to use it, where they can use it, and when. This
removes the reliance on checking back with a central server, which is often a security weak
spot.
 Security as Data's DNA: The security becomes "part of the data's DNA". This
decentralized policy enforcement strengthens security against insider threats and
credential-based attacks.
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2. Resulting Security Advantages

By embedding policy directly into the key, Q-SecurKey™ creates a more secure and resilient system:
* Tamper-Resistant Data: The system ensures end-to-end data authenticity. If an
unauthorized party tries to access or alter data, the system can detect and trace the attempt
because the cryptographic signature will not match the embedded policy, making it
tamper-resistant.
+ Solid-State Authentication: The technology replaces traditional key management with a
form of "solid-state, tamper-resistant authentication,” where cryptographic proof of identity
is required for every interaction with protected data.
« Self-Healing Capabilities: The system is self-healing. If an attempt to slip a fake item into a
supply chain is detected (e.g., a counterfeit vaccine vial where the cryptographic signature is
wrong), the system immediately revokes the key serial number and sends a real-time alert,
allowing the data to "literally defend itself".
* Quantum-Resistant Foundation: The system is built on NIST-standardized Post-Quantum
Cryptography (PQC) algorithms, specifically CRYSTALS-Kyber and CRYSTALS-Dilithium,
ensuring the secure foundation is resilient against future quantum computing threats.

Question 57. List three benefits of crypto-agility.

Crypto-agility is a critical feature of modern security solutions, defined as the ability to easily swap or
upgrade cryptographic algorithms with minimal disruption. It is often described as a way to
future-proof systems.

Here are three key benefits of crypto-agility supported by the sources:

1. Seamless Adaptation to Evolving Standards and Threats: Crypto-agility ensures that systems
can instantly update encryption across all devices and systems or swap in new encryption
standards later without shutting everything down. This capability allows organizations to quickly
adapt to the development of new algorithms, such as the new NIST standards (FIPS 203, 204, 205),
creating a flexible and resilient defense against new threats. The crypto-agile architecture is used to
align with evolving regulatory requirements.

2. Updates with Minimal Disruption or Downtime: Crypto-agile solutions can be updated as
cryptographic standards evolve, often with no downtime. This function ensures that cryptographic
algorithms can be swapped or upgraded with minimal disruption, which is particularly important for
critical systems.

3. Reduced Cost and Effort in Migration: Crypto-agility allows organizations to address
vulnerabilities without costly manual migration efforts. It simplifies the complex integration

process of implementing new Post-Quantum Cryptography (PQC) algorithms and prevents expensive
or disruptive migrations when new standards are mandated by regulators.

Question 58. What are two NIST PQC algorithms used?
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The two primary Post-Quantum Cryptography (PQC) algorithms standardized by the U.S. National
Institute of Standards and Technology (NIST) that are used for securing digital communications and
data are FIPS 203 ML-KEM and FIPS 204 ML-DSA.

1. FIPS 203 ML-KEM (Key Encapsulation)

ML-KEM (Module-Lattice-based Key-Encapsulation Mechanism), formerly known as

CRYSTALS-Kyber or simply Kyber, is the NIST-selected primary algorithm for encryption purposes.
« Standardization: It was standardized by NIST under FIPS 203.
* Function: ML-KEM serves as the primary Key Encapsulation Mechanism (KEM). Its
function is for general encryption ("locking stuff up") and establishing shared secret keys.
» Usage Context: It is a strong candidate for protecting data at rest in databases. Commercial
systems, such as Transformativ IP's Q-InfoSecur™ cryptosystem, use Kyber for encrypting
data and establishing shared secret keys. It is also used in hybrid key exchange schemes to
provide Perfect Forward Secrecy (PFS) in TLS 1.3 to defend against "harvest now, decrypt
later" (HNDL) attacks.

2. FIPS 204 ML-DSA (Digital Signatures)
ML-DSA (Module-Lattice-based Digital Signature Algorithm), formerly known as
CRYSTALS-Dilithium or Dilithium, is the NIST-selected primary algorithm for authentication and
data integrity.
 Standardization: It was standardized by NIST under FIPS 204.
* Function: ML-DSA handles digital signatures, which determine "how you prove something
is authentic and hasn't been messed with". It is specifically used for authentication and
integrity verification in operations like database operations.
» Usage Context: Transformativ IP's Q-InfoSecur™ cryptosystem uses Dilithium for
authentication and ensuring data integrity.
These two algorithms, Kyber and Dilithium, are considered the "brand new building blocks for a
quantum secure world".

The sources also mention other standardized NIST algorithms:
* FIPS 205 SLH-DSA (formerly SPHINCS+ or Sphinx Plus), standardized under FIPS 205, is
another quantum-resistant digital signature standard.
* HQC (Hardness of Covering Code) is mentioned as a backup KEM selected by NIST,
providing an alternative to ML-KEM in case of future vulnerabilities.

Transformativ IP

OEM Software Developer for Quantum Security,
Enterprise, and Government Applications

Info@ TransformativiP.com
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