
 

Empowering Patients as a Brand 

Patient Rights, Digital Sovereignty, and the Cryptographic Keys to Our Own Bodies 

 

An essay on technology, human agency, and the quiet revolution in medical data 

 

I. The Suicidal Question 

There is a question circulating at the edges of health-care policy that most hospital executives would 

rather not hear spoken aloud. It is a question so disruptive to the existing order of medicine’s 

administrative machinery—to the billing departments, the compliance teams, the byzantine networks 

of insurers, intermediaries, and institutional gatekeepers—that even to entertain it feels, in the words 

of one cybersecurity architect, “suicidal.” 

The question is this: What happens when patients discover that the mathematical tools now exist for 

them to hold the master cryptographic keys to their own health records? 

Not metaphorical keys. Not the flimsy “patient portal” logins that let you view a sanitized summary of 

your last blood panel. Real keys—unbendable, mathematically absolute, embedded directly into the 

data itself—that would allow a human being to grant a specialist in another state access to an MRI for 

exactly one hour and then revoke it with the finality of a closing vault door. No hospital administrator 

involved. No billing department consulted. No insurance company notified. The data simply obeys its 

owner, because the math says so. 

This is not a hypothetical future. The cryptographic architecture to achieve precisely this level of 

patient sovereignty already exists. It was built, somewhat ironically, not by a patient-rights 

organization or a bioethics think tank, but by engineers trying to solve a far more immediate and 

pragmatic crisis: the fact that the American health-care system’s digital infrastructure is, at this very 

moment, catastrophically insecure. 

The collision of these two realities—the philosophical earthquake of genuine patient data ownership 

and the urgent, material crisis of health-care cybersecurity—constitutes one of the most profound and 

under-examined stories in modern technology. It is a story about locked doors and open file cabinets, 

about nation-state hackers and the permanent shelf life of a person’s genomic sequence, and about 

what happens when the tools built to defend institutions accidentally hand the keys to individuals. 

•  •  • 
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II. The Front Door Problem 

To understand how we arrived at this inflection point, you first have to understand the architectural 

blind spot that has quietly defined enterprise cybersecurity in health care for the better part of two 

decades. 

Imagine you have spent a fortune fortifying the front door of your home. Biometric scanners, titanium 

deadbolts, a state-of-the-art perimeter alarm. You go to sleep feeling perfectly secure. But what you do 

not realize is that a thief is already standing in your living room. Your most valuable 

possessions—your life savings, your identity documents, your private medical history—are sitting on 

the coffee table in a flimsy cardboard box. 

This is not a thought experiment. It is the exact architectural reality that thousands of health-care 

organizations are living with right now, and its consequences just played out in spectacular, 

devastating fashion. 

The tool at the center of this architecture is Microsoft Intune, the industry’s gold-standard platform 

for mobile device management, or MDM. Intune is, by any fair measure, an extraordinarily capable 

piece of software. It functions as the ultimate gatekeeper for enterprise hardware: when a device 

requests access to a hospital’s network, Intune performs a rigorous attestation check. It examines the 

operating-system version, the encryption status of the hard drive, the presence of any malicious 

applications. It asks one fundamental question: Is this specific piece of hardware trustworthy enough 

to be allowed onto our network? 

It is, in effect, the bouncer at the door of a nightclub. It checks every ID. It enforces the dress code. It 

keeps the obviously dangerous elements outside. And when it works, it works beautifully. 

But Intune, by its very design, is built to secure the container—the smartphone, the tablet, the 

laptop—not the payload inside it. Once a device passes the front-door check, Intune’s primary job is 

effectively finished. It says, in essence: “The container is safe. My work here is done.” It ignores the 

fact that the actual data—the patient records, the lab results, the genomic sequences—still needs its 

own armor. 

This is the fatal assumption of device-centric security. It assumes that because the hardware passed 

muster, everything happening inside that hardware from that moment forward is inherently 

trustworthy. And we now know, empirically and expensively, that this assumption is wrong. 

•  •  • 

III. The Breach That Proved the Point 

On March 12, 2026, a pro-Iranian hacktivist group calling itself Handala claimed responsibility for a 

devastating cyberattack on Stryker Corporation, a Michigan-based medical technology giant with over 

fifty-six thousand employees operating across more than sixty countries. The attack was described by 

Stryker itself as a “global network disruption” to its Microsoft environment. The group, which 

cybersecurity firms including Palo Alto Networks have linked to Iran’s Ministry of Intelligence and 

Security, said the attack was retaliation for a missile strike on an Iranian school. 

The mechanics of the breach were, to anyone who has studied the front-door problem, grimly 

predictable. According to multiple reports, the attackers appear to have gained access to Stryker’s 

Page 2 of 9    l      Empowering Patients as a BrandArticle (a Layperson Lesson on MDM) 



Microsoft Intune management console—the very tool designed to protect the company’s fleet of 

devices. They did not need some exotic, zero-day exploit to breach the underlying cryptography. They 

simply obtained administrative credentials, likely through phishing or infostealer malware, and 

walked through the front door wearing a stolen jacket. 

Once inside the Intune console, the attackers exploited a capability that any legitimate administrator 

would have: the power to remotely manage devices. But instead of managing, they destroyed. Reports 

indicate they triggered remote wipes across tens of thousands of employee devices—laptops, 

smartphones, tablets—resetting them to factory settings. The Handala group claimed to have erased 

data from more than two hundred thousand systems, servers, and mobile devices across seventy-nine 

countries. 

The operational fallout was immediate and severe. More than five thousand workers were sent home 

from Stryker’s Irish operations alone. Hospital systems across the United States found themselves 

unable to order the surgical supplies they normally source from Stryker. Stryker’s own headquarters 

in Kalamazoo reported a “building emergency.” The company’s stock fell more than three percent 

within hours. With annual global sales of approximately twenty-five billion dollars, even brief 

disruptions carry staggering financial consequences—estimated damages have quickly escalated well 

past twenty-five million dollars, and that figure does not yet account for the regulatory investigations, 

lawsuits, and long-term reputational damage still gathering on the horizon. 

The Stryker breach is a perfect, almost pedagogical illustration of the front-door fallacy. The attackers 

did not defeat Intune’s cryptography. They did not “hack” the MDM in the dramatic, movie-thriller 

sense. They compromised the credentials of someone who was allowed through the front door, gained 

access to the administrative controls, and found—just as the analogy predicts—that the file cabinets 

inside the building were wide open. The data had no independent armor. The payload had no defense 

separate from the perimeter. 

And so the most sophisticated front door in enterprise software became, in a matter of hours, the 

instrument of the institution’s own destruction. 

•  •  • 

IV. Locking Every File Cabinet in the Building 

It is against this backdrop—a backdrop of billion-dollar companies brought to their knees, of surgical 

supply chains severed overnight, of nation-state actors weaponizing the very management tools 

designed to protect us—that the work of Transformative IP acquires its significance. 

Transformative IP is a company whose suite of security technologies—PQC+, Q-InfoSecur, and 

Q-SecurKey—was designed not to replace Microsoft Intune, but to fundamentally transform what 

Intune is capable of. To extend the analogy: if Intune is the titanium lock on the front door, 

Transformative IP’s software puts a separate, individually keyed cryptographic padlock on every 

single file cabinet, every drawer, every document inside the building. It converts a perimeter defense 

into a true defense-in-depth architecture—one where the data itself becomes the final, mathematically 

impregnable line of defense. 

The architecture works in three integrated layers. The first layer remains Microsoft Intune itself, 

performing its essential role as the gatekeeper: checking device encryption, verifying operating-system 
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patches, blocking jailbroken or compromised hardware at the network edge. No one is arguing that 

this function is unnecessary. It is vital. But it is only the beginning. 

The second layer is what the company’s engineers call “the vault.” Powered by PQC+ and its Smart 

Compliance and Smart MCP components, the vault operates as an automated policy engine that 

addresses one of the most punishing operational realities in American health care: the fact that 

privacy regulations are not a monolith. What is perfectly legal to share with a specialist in Texas may 

require explicit, verifiable written consent to share in California. If the patient travels from California 

to New York, the rules may shift again based on the origin of the data. Traditionally, managing this 

patchwork required enormous administrative overhead and clunky, hard-coded software rules that 

broke every time a state legislature passed a new privacy bill. 

The vault automates this entirely. It determines the geographic location of the data owner, evaluates 

the role and attributes of the user requesting access, cross-references these variables against a 

continuously updated legal framework, and dynamically generates access control lists—ACLs—that 

function as mathematically coded permission slips. These ACLs are not static. They manage start and 

stop dates tied to patient consent: if a patient revokes consent for a research study on a Tuesday, the 

vault severs access on Tuesday. It translates the nightmare of multi-jurisdictional health-care 

compliance into automated, unbending mathematical logic. 

But the true revolution lives in the third layer: the enforcer. This is where Q-InfoSecur and 

Q-SecurKey step onto the stage, and this is where the implications for patient sovereignty become 

impossible to ignore. 

In a conventional system, the security perimeter protects the data at the device level. Once you unlock 

the front door and step inside, all the interior doors are open. The enforcer layer inverts this entirely. 

Every single medical record—every individual FHIR resource, every lab result, every imaging file—is 

individually encrypted with its own distinct Q-SecurKey. And the access rules generated by the vault 

are not stored on some remote server that can be hacked or taken offline. They are cryptographically 

embedded directly into the data payload itself. 

The data carries its own security logic everywhere it goes. Whether that file is sitting on a 

hospital-issued smartphone, traveling across a public cellular network, or resting in a third-party 

cloud storage bucket, the mathematical rules dictating who can open it, under what conditions, and 

for how long are fused to the file’s own code. It is, as one engineer described it, like a titanium 

briefcase that knows who is holding it and simply refuses to open if it does not recognize the 

fingerprints. 

This is what the security community calls “posture-aware access control,” and it is a fundamental 

paradigm shift. Traditional security asks one question: Who are you? Posture-aware security asks two: 

Who are you, and is the vehicle you are driving currently on fire? 

•  •  • 

V. The Counterfactual 

Consider, now, what the Stryker breach would have looked like if Transformative IP’s stack had been 

integrated with the company’s Microsoft Intune environment. 
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The attackers still obtain the compromised administrative credentials. They still walk through the 

front door. They still gain access to the Intune management console. None of that changes, because 

the attack vector was human, not cryptographic, and no perimeter defense in the world can prevent a 

stolen key from opening a lock it was designed to fit. 

But when the attackers attempt to access, exfiltrate, or weaponize the data inside the building, they 

encounter something entirely new: every file is individually encrypted with its own Q-SecurKey. The 

embedded ACL attached to each file requires a real-time compliance token from the Intune 

environment—a constant handshake confirming that the device accessing the data is healthy, 

compliant, and untampered. The moment the attackers’ activity triggers anomalous telemetry—the 

moment the system detects the mass wipe commands, the unauthorized privilege escalation, the 

geographically impossible login patterns—the compliance tokens are revoked. 

Without those tokens, the mathematical equation required to assemble the decryption key simply 

fails. The files lock themselves. The attackers are left holding bricks of mathematically scrambled 

noise—ciphertext that is, for all practical and theoretical purposes, indistinguishable from random 

data. The surgical supply chain continues uninterrupted. The five thousand Irish workers stay at their 

desks. The stock price does not crater. The twenty-five million dollars in estimated damages, the 

regulatory investigations, the lawsuits, the reputational hemorrhage—none of it happens. Because the 

data defended itself. 

This is not a theoretical projection. It is the mechanical, mathematical consequence of the 

architecture. The data does not care who holds the console. It cares whether the environment it 

inhabits is trustworthy. And in the Stryker scenario, the environment would have failed the posture 

check within milliseconds, and the kill switch would have fired automatically. 

•  •  • 

VI. The Quantum Horizon and the Permanence of the Body 

There is a dimension to this story that extends far beyond the operational mechanics of any single 

breach, and it has to do with the nature of time itself—specifically, the relationship between the time 

horizons of cryptographic security and the permanence of human biological data. 

A stolen credit-card number can be neutralized in minutes; you cancel the card and the data is 

worthless. A compromised password can be reset in seconds. But a patient’s medical history is 

relevant for their entire life. A person’s genomic sequence never changes. It is, in the most literal 

sense, permanent. And this permanence creates a vulnerability that the cybersecurity industry calls 

“harvest now, decrypt later.” 

Well-funded nation-state actors and advanced criminal syndicates are currently intercepting and 

storing vast quantities of encrypted health-care data. They cannot read a word of it today. The 

encryption holds. But global storage is astonishingly cheap, and these actors are patient. They are 

stockpiling petabytes of encrypted medical records, genomic data, and pharmaceutical research in 

massive data centers, waiting for the day a viable quantum computer comes online that can shatter 

the underlying mathematics. 

That day is not as distant as many executives would like to believe. Quantum computers capable of 

running Shor’s algorithm—the mathematical process that would break RSA and elliptic-curve 
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encryption—may be five, ten, or fifteen years away. But the data being harvested today will still be 

exquisitely sensitive in fifteen years. A person’s psychiatric history, their genetic predispositions, their 

chronic conditions—this information does not depreciate. It appreciates. And the moment a 

sufficiently powerful quantum computer is switched on, every byte of data encrypted with today’s 

standard algorithms that was harvested and stored becomes instantly readable. 

This is why PQC+—the post-quantum cryptographic layer in Transformative IP’s stack—is not a 

futuristic luxury. It is an urgent, present-tense necessity. PQC+ utilizes entirely different 

mathematical foundations, principally lattice-based cryptography, that quantum computers are not 

theoretically equipped to solve efficiently. Data encrypted with PQC+ today will remain secure when 

quantum computers arrive tomorrow. It is not future-proofing in the speculative sense. It is 

purchasing permanent, present-tense security for data that will outlive every device it has ever 

touched. 

Paired with mandatory TLS 1.3 encryption for data in transit—which introduces perfect forward 

secrecy, generating a unique ephemeral key for every single session and destroying it the moment the 

session ends—the architecture creates a security posture in which neither data at rest nor data in 

motion can be retroactively compromised. Even if an attacker breaches the server and steals the 

long-term identity keys, they cannot decrypt yesterday’s sessions, because the specific keys used for 

those sessions have ceased to exist anywhere in the universe. 

•  •  • 

VII. The Regulatory Reckoning 

The federal government is no longer willing to accept half-measures. The FDA’s premarket 

cybersecurity requirements for connected medical devices now demand a level of architectural rigor 

that, only a few years ago, would have seemed exotic. Manufacturers must submit exhaustive security 

architecture views—not marketing summaries, but rigorous visual diagrams proving exactly how data 

flows, how TLS 1.3 encrypts it, and how the embedded ACL operates as a mathematically independent 

line of defense. They must produce cybersecurity traceability matrices that link every conceivable 

threat to the specific technological feature that mitigates it and the third-party penetration-test report 

that verifies the math. They must deliver a software bill of materials—an SBOM—that inventories 

every single software component, every open-source library, every cryptographic module in the 

device, so that when a vulnerability is discovered in some obscure library tomorrow, a hospital can 

know within seconds whether that component is running inside its fleet of pacemakers. 

And the scrutiny does not end on launch day. Under Section 524B of the Food, Drug, and Cosmetic 

Act, continuous post-market cybersecurity monitoring is a strict federal requirement. The system 

must demonstrate real-time telemetry alerting, automated threat response, and the capacity to 

quarantine entire network segments if a coordinated attack is detected. 

Perhaps most remarkable is the FDA’s mandatory Coordinated Vulnerability Disclosure policy, taking 

full effect in 2026. This requirement represents a seismic cultural shift. Historically, the corporate 

playbook for dealing with independent security researchers who discovered flaws was entirely 

adversarial: deny, defend, and deploy a brutal cease-and-desist letter from an expensive law firm. The 

FDA now mandates the opposite. Companies must establish a public, structured process for external 

researchers to safely report vulnerabilities. They must provide a safe-harbor agreement. They must 
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formally acknowledge a reported vulnerability within three days, triage and validate it within ten, and 

deploy a patch within thirty to sixty days. 

The logic is straightforward and unanswerable: the malicious actors are already hunting for 

vulnerabilities around the clock, and they are not asking permission. The only way to outpace them is 

to harness the collective intelligence of the global cybersecurity research community. It transforms the 

relationship between corporations and the security community from one of mutual suspicion to one of 

structured, collaborative defense. It is, in effect, the government telling the health-care industry that 

secrecy is no longer a viable security strategy—that the old model of hiding flaws and threatening 

anyone who points them out is not merely outdated but empirically dangerous to human life. 

•  •  • 

VIII. The Revolution That Was Built by Accident 

And so we arrive at the question with which we began—the question that makes hospital executives 

uncomfortable, that threatens entire industries, that feels, to the existing power structure of American 

medicine, genuinely suicidal. 

The entire apparatus we have just described—object-level encryption, embedded access control lists, 

posture-aware security, post-quantum cryptography—was built to solve an institutional problem. It 

was designed to help hospitals comply with FDA regulations, to protect medical-device manufacturers 

from the next Stryker-level catastrophe, to render data impervious to nation-state attacks from Iran, 

China, Russia, and the global ecosystem of criminal syndicates. It was an engineering solution to an 

engineering crisis. 

But consider the logical conclusion of the technology. If a data file can now be programmed with 

unbendable mathematical rules that dictate who may view it, from where, for how long, and under 

what conditions—and if those rules are embedded in the data itself, traveling with it wherever it goes, 

enforced by mathematics rather than by institutional policy—then the question of who writes those 

rules becomes the most important question in medicine. 

Right now, the hospital writes the rules. The manufacturer writes the rules. The insurer, the billing 

department, the compliance officer—they write the rules. The patient is a subject of the data, not its 

sovereign. Patients are granted access to their own records through portals controlled by institutions, 

on schedules set by institutions, in formats chosen by institutions. The power asymmetry is so deeply 

embedded in the culture of medicine that most patients do not even recognize it as an asymmetry. It is 

simply how things are. 

But the embedded ACL does not care about institutional tradition. It is a mathematical construct. It 

can be written by anyone who holds the cryptographic keys. And if the patient holds the keys—if a 

person uses a personalized, embedded access control list to grant a specialist in another state access to 

their MRI for exactly one hour, and then mathematically revoke it, completely bypassing the hospital’s 

administrative control and billing departments—then the entire edifice of institutional data 

governance begins to shift on its foundations. 

This is not an abstract philosophical provocation. It is a concrete technological capability. The math 

exists. The software exists. The regulatory framework that demands this level of granular, object-level 
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data control—also exists. What does not yet exist is the social, legal, and economic infrastructure for a 

world in which patients are the true owners of the most intimate data about their own bodies. 

The technology built to protect institutions has, by the irrefutable logic of its own architecture, created 

the conditions for genuine patient sovereignty. The same embedded ACLs that allow a hospital to lock 

down a compromised device in milliseconds could, with a simple reorientation of who holds the 

master key, allow a patient to lock a hospital out of their own records. The same post-quantum 

cryptography that ensures a nation-state cannot decrypt stolen data in twenty years ensures that a 

patient’s cryptographic grant of access is equally unbreakable—that once a patient says “no,” the 

mathematics say “no” forever. 

•  •  • 

IX. Coda: The Body as Sovereign Territory 

We are accustomed, in the modern world, to thinking of our digital lives as fundamentally beyond our 

control. We accept, with a kind of learned helplessness, that our data is harvested, monetized, 

breached, and exploited by forces we cannot see and do not understand. In health care, this 

resignation carries a particularly cruel edge: the data in question is not our browsing history or our 

shopping preferences. It is the record of our bodies. Our diseases. Our vulnerabilities. Our mortality. 

The Stryker breach—a real company, with real surgical equipment, serving real hospitals, attacked by 

real nation-state-aligned hackers who weaponized the very management tools meant to protect it—is a 

vivid reminder that this resignation has material costs. Costs measured in millions of dollars, in 

disrupted supply chains, in surgeons who cannot order the instruments they need, in patients whose 

data was exposed because the industry’s most trusted security architecture assumed the front door 

was enough. 

But the technologies emerging from companies like Transformative IP—PQC+, Q-InfoSecur, 

Q-SecurKey—represent something more than a better lock. They represent a philosophical 

proposition: that data can be made to obey rules that are embedded in its own structure, rules that no 

breach can override, no quantum computer can shatter, and no institution can unilaterally revoke. 

That security is not a perimeter to be defended but a property of the information itself. 

And if that proposition holds—if the data truly can defend itself—then the question of who gets to 

program its rules is not a technical question at all. It is a question about human agency. About bodily 

autonomy extended into the digital realm. About whether the record of your body belongs to you or to 

the institutions that have, until now, claimed custodianship by default. 

The architects who built this technology may not have set out to start a revolution in patient rights. 

They set out to stop the next Stryker. To satisfy the FDA. To render Microsoft Intune impervious to 

the kinds of attacks that Iran, China, Russia, and criminal organizations deploy with increasing 

frequency and sophistication. But the mathematics they deployed do not distinguish between 

institutional control and individual control. The embedded ACL serves its keyholder. And the 

keyholder, for the first time in the history of digital medicine, could be you. 

The power dynamic of medical data ownership is about to undergo a seismic structural shift. The 

cryptographic groundwork has already been laid. The only question remaining—the suicidal question, 
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the one that keeps hospital administrators awake at night—is whether we, as patients, as citizens, as 

the subjects of the most intimate data imaginable, will have the courage to pick up the keys. 

 

About the Technologies Referenced 

PQC+ (Post-Quantum Cryptography Plus), Q-InfoSecur, and Q-SecurKey are proprietary security 

solutions developed by Transformativ IP. They integrate with Microsoft Intune to provide object-level 

encryption, posture-aware access control, embedded access control lists, TLS 1.3 enforcement with 

perfect forward secrecy, and post-quantum cryptographic readiness using lattice-based algorithms. The 

platform is designed to meet FDA premarket and post-market cybersecurity requirements, including 

Section 524B of the Food, Drug, and Cosmetic Act, and the mandatory Coordinated Vulnerability 

Disclosure policy taking effect in 2026. 
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