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Executive Summary 

In an era where data is both an organization’s most valuable asset and its greatest liability, 
Entity Resolution (ER) has emerged as a foundational capability for enterprise data 
strategy. When fortified with Granular Trust scoring and Masking Privacy techniques, ER 
transforms from a mere data-matching exercise into a strategic platform that enables 
accurate analytics, robust security, regulatory compliance, and trustworthy AI/ML initiatives. 
This article provides CTOs and CISOs with the strategic rationale and technical 
understanding necessary to implement ER as a core component of their data architecture. 
 

 

1. Defining Entity Resolution for the Enterprise 
Entity Resolution (ER) is the process of identifying, linking, and merging data records that refer to the 
same real-world entity across multiple, often disparate, data systems. Unlike simple record 
deduplication, which focuses on cleaning data within a single source, ER operates at the enterprise 
scale—reconciling identities across databases, applications, business units, and even organizational 
boundaries. 

A real-world entity is any distinct, independently existing thing—a person, organization, device, or 
asset—that can be subject to legislation, policy, or regulation. In digital ecosystems, entities perform 
critical roles: they can be the Subject of a transaction, the Issuer of credentials, the Holder of data 
rights, or the Verifier of identity claims. 

Understanding Entity Types 
GranularTRUST® EntityResolution® distinguishes between two fundamental entity types: 

•​ Atomic Entities: The smallest indivisible unit of identity—typically an individual person. 
Atomic entities cannot be decomposed into smaller constituent parts. 

•​ Compound Entities: Composed of one or more atomic entities and/or subordinate 
compound entities. Organizations exemplify this—a corporation comprises employees 
(atomic), departments (compound), and subsidiaries (compound). 

This distinction matters operationally because relationships between entities drive business logic and 
compliance requirements. A single individual may simultaneously exist as a patient in your healthcare 
system, a consumer in your financial platform, an employee in your HRIS, and a customer in your 
CRM. Without proper entity resolution, you are effectively treating one person as four separate 
identities—with all the security, compliance, and operational risks that entails. 

 

 



 
The Enterprise Data Challenge 
The modern enterprise generates and consumes data at unprecedented scale. Consider the healthcare 
sector alone: the average hospital works with 16 different EMR vendors across affiliated practices, 75% 
of hospitals must manage over 10 disparate outpatient vendor systems, and healthcare generates 
approximately 30% of the world’s data volume. When you extend this across financial services, legal, 
education, and enterprise systems, the complexity becomes staggering. 

The result is a fragmented data landscape characterized by hidden silos, incompatible formats, and an 
inability to answer fundamental questions: Is this the same entity across our systems? What is the 
complete picture of this customer, patient, or partner? 

2. Strategic Value: “Why” for Technology and Security Leaders 

2.1 Value Proposition for Chief Technology Officers 
For CTOs, entity resolution addresses fundamental challenges in data architecture and operational 
excellence: 

Enhanced Data Quality and Integrity: ER eliminates duplicate records, reconciles conflicting data, 
and creates a single source of truth for entity information. This directly impacts every downstream 
system that depends on accurate master data. 

Improved Analytics and Business Intelligence: Analytics built on fragmented data produce 
fragmented insights. With resolved entities, organizations can perform 360-degree customer analysis, 
accurate cohort studies, and meaningful trend identification across the enterprise. 

AI/ML Initiative Enablement: Machine learning models are only as good as their training data. Entity 
resolution provides the clean, connected datasets that AI initiatives require—enabling accurate 
predictions, personalization engines, and automated decision systems. 

Operational Efficiency: When entity information is correct and readily available, processes accelerate. 
Healthcare providers access complete medical records without hunting across systems. Financial 
institutions process transactions with confidence. Legal teams identify conflicts of interest before they 
become problems. 

2.2 Value Proposition for Chief Information Security Officers 
For CISOs, entity resolution is foundational to security posture and regulatory compliance: 

Risk Reduction Through Identity Certainty: You cannot protect what you cannot identify. ER 
provides the identity certainty required for effective access control, threat detection, and incident 
response. When you know exactly who an entity is across all systems, you can implement consistent 
security policies. 

Global Privacy Regulation Compliance: Regulations including GDPR, CCPA, HIPAA, and FERPA all 
require organizations to understand what data they hold about specific individuals. Without entity 
resolution, responding to data subject access requests, deletion requests, or breach notifications 
becomes a manual, error-prone process. 
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Fraud Prevention and Detection: Fraudsters exploit fragmented identity systems. By maintaining a 
unified view of entities across channels and touchpoints, organizations can detect synthetic identities, 
account takeover attempts, and coordinated fraud rings that would otherwise slip through siloed 
defenses. 

Know Your Customer (KYC) and Due Diligence: Regulatory KYC requirements in financial services, 
healthcare, and legal sectors demand verified identity information. ER provides the foundation for 
Customer Due Diligence (CDD) and Enhanced Due Diligence (EDD) processes, enabling identification 
of sanctions, Politically Exposed Persons (PEPs), and adverse media. 

Table 1: The Value Proposition Matrix 
The following table compares traditional record linkage approaches with Entity Resolution enhanced by 
Granular Trust capabilities: 

Dimension Traditional Record Linkage ER with Granular Trust 

Match Output Binary (match/no-match) Probabilistic confidence scores (0-100%) per 
attribute and entity 

Accuracy High false positive/negative rates; 
manual review required 

ML-enhanced accuracy with continuous 
improvement; automated exception handling 

Data Quality Handling Garbage in, garbage out; sensitive 
to typos and formatting 

Fuzzy matching, phonetic algorithms, and 
trust-weighted attribute reconciliation 

Trust Assessment All matches treated equally; no 
source credibility weighting 

Source-aware trust scoring; attribute-level 
confidence; survivorship rules based on 
veracity 

Decision Support Matched or not; limited context for 
downstream systems 

Rich metadata enables policy-driven 
automation and risk-based decisioning 

Audit Trail Limited; difficult to explain why 
records were linked 

Complete lineage with explainable scoring for 
compliance and governance 

 

3. Technical Deep Dive: The “How” 

3.1 Granular Trust: Beyond Binary Matching 
Traditional entity resolution systems operate on a binary paradigm: records either match or they do not. 
This approach fails to capture the nuanced reality of enterprise data, where the confidence in a 
match—and in the individual attributes that compose it—varies significantly based on source, recency, 
and verification status. 

Granular Trust fundamentally changes this paradigm by introducing multi-dimensional confidence 
scoring throughout the entity resolution pipeline: 

Source Trust Assessment 
Not all data sources are created equal. A government-issued identification document carries more 
veracity than a self-reported web form. Granular Trust assigns baseline trust scores to data sources 
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based on their provenance, verification mechanisms, and historical accuracy. These source trust scores 
propagate through to the attributes and entities derived from that source. 

Attribute-Level Confidence 
Within a single record, different attributes may have different confidence levels. An email address that 
has been verified through a confirmation loop is more trustworthy than one that was imported from a 
legacy system without validation. Granular Trust maintains confidence scores at the attribute level, 
enabling sophisticated survivorship rules that select the most trustworthy value when reconciling 
conflicting data. 

Match Confidence Scoring 
When the ER engine determines that two records likely refer to the same entity, it doesn’t simply flag 
them as a match. Instead, it produces a probabilistic confidence score based on the strength of 
matching attributes, the trust level of the contributing sources, and learned patterns from historical 
matching decisions. This enables downstream systems to apply different business logic based on 
match confidence—automatically processing high-confidence matches while routing lower-confidence 
matches for human review. 

Entity-Level Trust Score 
The unified entity that emerges from the resolution process carries an aggregate trust score reflecting 
the overall confidence in that entity’s identity. This score incorporates the trust levels of contributing 
sources, the confidence in individual attribute values, and the strength of the matches that linked the 
constituent records. A high-trust entity can be used for automated decisioning; a lower-trust entity might 
require additional verification before proceeding. 

Table 2: Granular Trust Score Examples 
The following table illustrates how different source combinations and verification states result in varying 
trust scores for a unified entity: 

Attribute Source A (Gov ID) Source B (CRM) Source C (Web) Final Trust 

Full Name John R. Smith 
Trust: 98% 

John Smith 
Trust: 75% 

J. Smith 
Trust: 40% 

98% 
(Gov ID wins) 

Address 123 Oak St (2019) 
Trust: 85% (stale) 

456 Pine Ave (2024) 
Trust: 92% 

— 
No data 

92% 
(Recency wins) 

Email — 
No data 

jsmith@corp.com 
Trust: 88% (verified) 

js123@mail.com 
Trust: 35% 

88% 
(Verified wins) 

Phone (555) 123-4567 
Trust: 90% 

555-123-4567 
Trust: 82% 

— 
No data 

94% 
(Corroborated) 

Overall Entity Trust Score: 93% 
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3.2 Masking Privacy: Protecting PII Throughout the ER Pipeline 
A fundamental challenge in entity resolution is the paradox of needing to compare sensitive data to find 
matches while simultaneously protecting that data from exposure. Masking Privacy techniques resolve 
this paradox by enabling resolution to occur on transformed data representations that preserve 
matching capability without exposing raw Personally Identifiable Information (PII). 

Core Privacy-Preserving Techniques 
Tokenization replaces sensitive data elements with non-sensitive surrogate values (tokens) that have 
no exploitable meaning. The mapping between tokens and original values is maintained in a secure, 
separate vault. For entity resolution, tokenization enables matching on tokens without the ER engine 
ever seeing the underlying PII. When two records share the same token, they share the same original 
value—enabling deterministic matching on sensitive attributes. 

Format-Preserving Encryption (FPE) encrypts data while maintaining its original format and length. A 
16-digit credit card number encrypts to another 16-digit number; a Social Security Number encrypts to a 
value that looks like an SSN. This enables legacy systems that expect specific data formats to continue 
operating on encrypted values, and allows the ER engine to perform format-aware matching operations 
without decryption. 

Differential Privacy introduces mathematically calibrated noise into data or query results, providing 
provable privacy guarantees. While individual records cannot be identified, aggregate patterns remain 
detectable. In ER contexts, differential privacy can protect the outputs of matching analyses—enabling 
organizations to share or report on entity resolution results without revealing information about specific 
individuals. 

One-Way Hashing with Salting creates irreversible transformations of sensitive values. Two identical 
inputs produce identical hashes, enabling exact-match comparisons, but the original value cannot be 
recovered from the hash. Adding salt (random data) prevents rainbow table attacks and ensures that 
identical values in different contexts produce different hashes unless explicitly intended to match. 

Security Benefits for the CISO 
Masking Privacy within the ER pipeline delivers concrete security benefits: minimized attack surface by 
ensuring raw PII is never exposed to the matching engine or analysts; compliance with data 
minimization principles mandated by GDPR and other regulations; reduced breach impact since 
compromised tokens or encrypted values cannot be exploited without access to secured vaults or keys; 
and support for privacy-by-design principles that increasingly drive regulatory expectations and 
customer trust. 

 

 

 

 

 
​

Page 5 of 7, Entity Resolution Guide for CISO & CTO 



 
 

Table 3: Masking Privacy in ER Workflow 
The following table outlines where PII is masked throughout the entity resolution process, the 
techniques employed, and the corresponding security and compliance benefits: 

ER Pipeline Stage PII Elements Masking Technique Security Benefit Compliance Impact 

Data Ingestion SSN, National ID, 
Tax ID 

Tokenization at point 
of entry 

Raw identifiers never enter 
ER system; vault access 
controls restrict exposure 

GDPR Art. 25 (Data 
Protection by Design); PCI 
DSS tokenization 
requirements 

Pre-processing & 
Standardization 

Full Names, 
Addresses 

One-way hashing 
with consistent salting 

Enables exact-match 
comparisons; irreversible 
without original data 

HIPAA Safe Harbor 
provisions; CCPA 
pseudonymization 

Blocking & Indexing 
DOB, Postal 
Codes, Phone 
Prefixes 

Partial masking / 
generalization 

Reduces comparison 
space without exposing full 
values; limits 
re-identification risk 

Data minimization principle; 
k-anonymity thresholds 

Comparison & 
Matching 

Email, Account 
Numbers 

Format-Preserving 
Encryption (FPE) 

ML matching algorithms 
operate on encrypted 
values; no key exposure to 
ER engine 

NIST SP 800-38G 
compliance; FIPS 140-2 
requirements 

Classification & 
Scoring 

Match Confidence 
Scores 

Differential Privacy 
noise injection 

Aggregate reporting 
without individual record 
exposure; provable privacy 
guarantees 

GDPR Art. 89 research 
exemption support; census 
confidentiality standards 

Golden Record 
Creation 

All Unified PII 
Attributes 

Encryption-at-rest 
with role-based 
access 

Unified entity store 
protected; decryption only 
for authorized downstream 
systems 

SOC 2 Type II controls; 
HIPAA Administrative 
Safeguards 

Analytics & 
Reporting 

Entity Counts, 
Match Rates 

Aggregation with 
suppression 
thresholds 

Business insights without 
individual exposure; 
prevents inference attacks 

FERPA disclosure rules; 
HIPAA minimum necessary 
standard 

 

4. Implementation Considerations 
Successful deployment of Entity Resolution with Granular Trust and Masking Privacy requires 
coordinated effort across technology, security, and business functions: 

Architecture Integration: GranularTRUST® EntityResolution® operates as a Platform as a Service 
(PaaS) API, designed to integrate with existing systems rather than replace them. The API-based 
approach enables organizations to connect disparate data sources—EMRs, CRMs, ERPs, financial 
systems—while maintaining their current technology investments. 

Data Governance Alignment: Entity resolution must operate within established data governance 
frameworks. This includes defining data ownership for resolved entities, establishing stewardship for 
the golden record, and implementing change management processes for survivorship rules and trust 
score configurations. 
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Machine Learning Operations: The ML components of modern ER systems require ongoing attention. 
Model performance should be monitored for drift, matching rules should be refined based on exception 
handling patterns, and trust scores should be calibrated as new data sources are onboarded. 

Cross-Functional Collaboration: Effective entity resolution requires input from technology 
(architecture, integration), security (privacy controls, access management), legal and compliance 
(regulatory requirements, data sharing agreements), and business stakeholders (use case prioritization, 
quality requirements). 

5. Conclusion: From Compliance Burden to Strategic Asset 

Entity Resolution, when fortified by Granular Trust and Masking Privacy, fundamentally transforms an 
organization’s relationship with its data. What was once a compliance burden—fragmented identities, 
uncertain data quality, privacy risks—becomes a strategic asset that enables confident 
decision-making, robust security, and competitive advantage. 

For CTOs, this means the data foundation required to power AI/ML initiatives, deliver personalized 
experiences, and drive operational efficiency. For CISOs, it means the identity certainty required to 
implement effective security controls, meet regulatory obligations, and protect the organization from 
fraud and breach. 

The key insight is that these objectives are not in conflict. Granular Trust enables accuracy without 
sacrificing nuance. Masking Privacy enables resolution without exposing sensitive data. Together, they 
create an entity resolution capability that is simultaneously more accurate, more secure, and more 
compliant than traditional approaches. 

Key Takeaway 

Entity Resolution, when fortified by Granular Trust scoring and Masking Privacy techniques, moves 
enterprise data from a compliance burden to a strategic, trusted asset—enabling both the 
operational excellence CTOs seek and the security assurance CISOs require. 
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