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Introduction: What Is This Guide?

Healthcare IT is filled with acronyms and technical jargon that can feel overwhelming. This
reference guide serves as a "decoder ring" for healthcare IT regulatory compliance, explaining
the CMS Interoperability Framework and the PQC+ platform, which is critical for meeting 2026
interoperability requirements. The CMS Framework is a blueprint containing 26 criteria across
five categories (Patient Access, Provider Access, Payer-to-Payer Exchange, Public Health,
and Security & Trust) designed to ensure seamless and secure patient data sharing using
standards like FHIR and USCDI v3. Crucially, the document highlights emerging Al
governance gaps, such as the need for granular Al-specific consent and continuous model
monitoring, which the PQC+ platform addresses by implementing quantum-resistant security
(PQC, FIPS 203/204/205) and core modules like SMARTCompliance, which handles complex
legal awareness and Al compliance.

Whether you're new to health informatics or need a quick refresher, this guide will help you
understand how patient data flows between systems, what security standards protect that
data, and how emerging technologies like Al and quantum-resistant cryptography are
reshaping the landscape.



Who Should Use This Guide?

. Healthcare IT Professionals: new to interoperability standards

. Compliance Officers: preparing for 2026 CMS requirements

. Vendors: building healthcare applications

. Individuals: trying to understand the "alphabet soup" of healthcare regulations

Section 1: The Big Picture

Before diving into specific terms, let's establish the foundational concepts that everything else
builds upon.

The CMS Interoperability Framework

What it is: A voluntary blueprint from the Centers for Medicare & Medicaid Services (CMS)
that outlines how healthcare organizations should share patient data electronically. It contains
26 specific criteria organized into five categories. Target implementation is 2026.

Why it matters: Right now, patient data is often trapped in separate systems that don't talk to
each other. This framework creates a common language and set of rules so your medical
records can follow you from your doctor to the hospital to a specialist—seamlessly and
securely. Organizations meeting all 26 criteria can achieve designation as a CMS-Aligned
Network.

Understanding Interoperability

Interoperability: The ability of different computer systems, software, and applications to
communicate, exchange data, and use that information effectively. Think of it like making sure
everyone at an international meeting has a translator so they can understand each other.

Semantic Interoperability: A deeper level where systems not only exchange data but
understand its meaning the same way. If one system says "BP 120/80" and another receives it,
semantic interoperability means the receiving system knows that's a blood pressure
reading—not a random code—and can use that information to trigger alerts or inform clinical
decisions.

Key Timeline

. Q1 2026: Early adopters demonstrate compliance with framework objectives

. July 4, 2026: Full FHIR API requirements take effect

Section 2: The Five CMS Categories

The CMS Framework organizes its 26 criteria into five main categories. Understanding these
helps you see how all the pieces fit together.



Category

Category I:
Patient Access

Category Il:
Provider
Access

Category lll:
Payer-to-Payer
Exchange

Category IV:
Public Health

Category V:
Security &
Trust

Description

Ensures patients can easily access and control their own health
information. Includes requirements for patient portals, data portability,
consent management, SMART on FHIR support, and transparent audit
logs.

Enables healthcare providers to access information needed to deliver
care. Covers identity verification (AAL2/IAL2), data exchange between
care teams, and the delegated vendor model.

Governs how insurance companies share data during member
transitions. Ensures continuity of care information flows seamlessly
when patients change plans.

Establishes requirements for electronic case reporting, syndromic
surveillance, immunization registry integration, and network connectivity
through QHINs.

Covers identity verification, encryption, security certifications, FHIR R4
compliance, US Core implementation, USCDI v3 standards, and trust
frameworks.

Section 3: Data Standards & Formats
The rules/formats that make health data shareable & understandable across different systems.
Core Technical Standards

Term

USCDI v3

FHIR

API

SMART on FHIR

What It Means

United States Core Data for Interoperability, Version 3. A standardized
list of data categories (allergies, medications, lab results, etc.) that
MUST be included when sharing health information. Think of it as a
checklist of "what to include" when sending patient records.

Fast Healthcare Interoperability Resources (pronounced "fire"). A
modern technical standard defining HOW to share health data using
web-based APIs. Instead of sending a giant PDF, FHIR lets systems
request specific pieces of information. CMS requires implementation
by July 4, 2026.

Application Programming Interface. A way for two software systems to
talk to each other automatically. When your bank app shows your
balance, it's using an API. FHIR uses APIs to let health systems
request and share specific patient data.

A standard that allows third-party applications to securely connect to
electronic health record systems. It enables patients to use apps of
their choice to access their health data.



Medical Coding Languages

These standardized vocabularies ensure that when one system says "aspirin," another system
understands exactly what that means.

Code System Purpose

Logical Observation Identifiers Names and Codes. A universal coding
system for laboratory tests and clinical observations. Ensures "blood
glucose level" means the same thing whether tested in New York or Los
Angeles.

LOINC

Standardized naming system for medications. Ensures
RxNorm "acetaminophen," "Tylenol," and the generic store brand all get
recognized as the same drug.

Systematized Nomenclature of Medicine - Clinical Terms. A
comprehensive vocabulary for clinical concepts including diagnoses,
procedures, and findings. It's like a universal medical dictionary with
over 350,000 concepts.

SNOMED CT

Section 4: Identity & Access

These terms relate to verifying who you are and making sure only authorized people can
access health data.

Term What It Means

Identity Assurance Level 2. A verification standard that confirms
someone IS who they claim to be. At this level, you must prove your

btz identity using government-issued |IDs (driver's license or passport). It's
the "prove you are you" step.
Authenticator Assurance Level 2. Confirms that someone STILL has the
AAL2 right to access a system during a session. Requires multi-factor

authentication (password PLUS a code sent to your phone). It's the
"prove you still have the key" step.

Multi-Factor Authentication. Requiring two or more different types of
MFA proof to log in: something you know (password), something you have
(phone), or something you are (fingerprint).

Single Sign-On. The ability to log in once and access multiple systems
SSO without logging in again. The CMS framework aims for a "log in once"
experience across healthcare networks.



Section 5: Security & Cryptography

Security is evolving rapidly. These terms describe current and future-proof methods for
protecting health data.

The Quantum Threat

Quantum computing poses a significant threat to current encryption standards. Healthcare
data is particularly vulnerable because patient records must be maintained for decades. This
creates exposure to "harvest now, decrypt later" attacks—where adversaries steal encrypted
data today and wait until quantum computers can decrypt it in the future.

Post-Quantum Cryptography (PQC)

Term

PQC

FIPS 203

FIPS 204

FIPS 205

Cryptographic
Access
Control

What It Means

Post-Quantum Cryptography. New encryption methods designed to
remain secure even after quantum computers become powerful enough
to break today's encryption.

Federal standard for ML-KEM (key encapsulation)—how encryption keys
are securely exchanged.

Federal standard for ML-DSA (digital signatures)—how documents and
data are authenticated.

Federal standard for SLH-DSA (hash-based signatures)—an alternative
signature method.

Advanced PQC implementations that embed access policies directly into
encryption keys. Data cannot be decrypted unless specific rules are
satisfied - even if intercepted.

Security Certifications

Certification

HITRUST

FDA ATO

NIST

What It Means

Health Information Trust Alliance. A widely-used security certification

framework combining HIPAA, NIST, and other standards. It's a baseline

security certification for healthcare.

Food and Drug Administration Authority to Operate. A rigorous
certification representing the "gold standard" for healthcare security.
Exceeds baseline requirements.

National Institute of Standards and Technology. The federal agency
setting security standards used across industries, including PQC
standards.



Section 6: Networks & Legal Compliance
Network Infrastructure

Term What It Means

QHIN Qualified Health Information Network. A "network of networks" connecting
different regional health information exchanges across the country. Think
of it like the highway system connecting different cities.

CMS-Aligned A health data network meeting all 26 criteria in the CMS Framework.
Network These aren't just data warehouses; they're standardized, secure
ecosystems for sharing patient information.

CMS Centers for Medicare & Medicaid Services. The federal agency
administering Medicare and Medicaid that sets many rules for healthcare
technology and interoperability.

Legal & Compliance Terms

Term What It Means

Health Insurance Portability and Accountability Act. The foundational
HIPAA federal law protecting patient privacy and setting security standards.
Most other healthcare regulations build on HIPAA.

Business Associate Agreement. A required legal contract between
BAA healthcare organizations and their technology vendors. Extends
HIPAA's privacy protections to third parties handling patient data.

Treatment, Payment, and Operations. Standard purposes under HIPAA
TPO for which patient data can be used without specific consent. Important:
TPO consent does NOT automatically cover Al uses of data.

National Provider Identifier. A unique 10-digit number assigned to every
NPI healthcare provider. It's like a Social Security number for healthcare
organizations—essential for accurate data routing.

Federal regulation provides extra protections for substance use disorder

ZleAR R treatment records. Requires separate consent beyond standard HIPAA.

California Consumer Privacy Act. State law giving California residents

CCPA additional data privacy rights.

Section 7: Al Governance

Traditional interoperability frameworks were designed before widespread Al adoption in
healthcare. As Al applications proliferate—from diagnostic algorithms to clinical documentation
assistants—significant governance gaps have emerged.



Five Critical Governance Gaps

Gap

Granular Al
Consent

Continuous
Monitoring

Al Transparency

Workflow
Integration

Post-Quantum
Security

Al-Specific Terms

Term

Al-Specific
Consent

LLM Training

Model Drift

Al Nutrition Labels

MCP

The Problem

Traditional consent doesn't differentiate between human and Al
access. Patients should separately authorize whether their data
trains ML models, feeds diagnostic algorithms, or supports
decision-making tools.

Healthcare Al systems experience "model drift" where accuracy
degrades over time as patient populations change. Traditional
frameworks lack requirements for ongoing monitoring.

No standardized disclosures ("nutrition labels") for Al tools covering
data retention, de-identification methods, training datasets, failure
modes, and bias assessments.

Many Al tools produce unstructured outputs that don't integrate into
clinical workflows, creating fragmented processes and increasing
error risk.

Healthcare data retained for decades will become vulnerable once
quantum computers can break current encryption. Traditional
frameworks don't address this.

What It Means

Separate permission patients must give for Al-related uses of their
data. Standard HIPAA consent for treatment doesn't cover using data
to train Al models.

Large Language Model Training. Teaching Al systems using large
amounts of data. When healthcare organizations use patient data for
this, special consent is required.

When an Al's accuracy degrades over time because real-world data
differs from training data. A model trained on one population may
become less accurate as demographics change.

Standardized disclosures about an Al tool's characteristics: what
data it uses, retention periods, bias checks (equity checks), and
known failure modes.

Model Context Protocol. An Al compliance gateway enforcing data
masking and anonymization BEFORE information reaches an Al
model.



Testing to ensure Al systems don't produce biased results across

Equity Checks demographic groups. Required to prevent discrimination.

A health system's approved list of Al vendors that is technically
Al Formulary enforced—similar to how a drug formulary controls which
medications can be prescribed.

Section 8: The PQC+ Platform

The PQC+ platform is a comprehensive healthcare data management solution designed to
address both traditional interoperability requirements and emerging Al governance challenges.
It implements quantum-resistant security while providing connectivity and compliance features
necessary to achieve CMS-Aligned Network designation.

Core SMART Modules

Module Function

The cryptographic engine implementing post-quantum
encryption (NIST FIPS 203, 204, 205). Holds the only FDA ATO

SMARTInfoSecur approval in healthcare for quantum-resistant solutions. Embeds
access policies directly into encryption keys. Maps to CMS
Category V.

The Al Compliance Gateway. Manages patient consent at
granular levels and provides "Jurisdictional

SMARTCompliance Awareness"—automatically applying correct state and federal
laws (HIPAA, CCPA, 42 CFR Part 2) to data sharing decisions.
Maps to CMS Categories | and V.

Uses Al-powered matching to maintain accurate patient,
provider, and organization directories (Master Patient Index,
Master Practitioner Index, Master Organizational Index).
Ensures the right records match the right person across
fragmented systems. Provides connectivity to all major QHINs
covering 99%+ of U.S. providers. Maps to CMS Categories |
and V.

SMARTENtityResoluti
on

Converts unstructured clinical notes (like transcribed doctor
SMARTNonStructure-t  dictations and Al scribe outputs) into structured, coded FHIR
o-Structure resources that systems can process automatically. Maps to
CMS Category Il



Additional Platform Modules

Module Function
Native mobile applications for patient access and third-party
bR = e app integration through SMART on FHIR standards.
SMARTHealthInsite Enables payers and prqwders to query for quality gaps and
track performance metrics.
SMARTVER Suppprts value—bas_ed care arrangements with performance
tracking and reporting.
Centralized monitoring of Al application registration,
SMARTDashboard documented capabilities, masking configurations, model drift

detection, and ethical compliance.

Key Platform Differentiators

. FDX Banking Integration for unified healthcare and financial data access

. Al-specific consent controls separate from general data access permissions
. Technically-enforced Al formulary for approved vendor management

. Continuous Al monitoring for model drift and ongoing compliance

Section 9: Quick Reference Glossary

All acronyms at a glance, organized alphabetically.

Acronym

AAL2

API

ATO

BAA

CCPA

CMS

EHR

FDA

Full Name & One-Line Summary

Authenticator Assurance Level 2 — Verifies you still have your login
credentials

Application Programming Interface — How software systems talk to each
other

Authority to Operate — Official security certification to operate

Business Associate Agreement — Legal contract extending HIPAA to
vendors

California Consumer Privacy Act — California state data privacy law

Centers for Medicare & Medicaid Services — Federal agency setting
healthcare rules

Electronic Health Record — Digital version of a patient's medical chart

Food and Drug Administration — Agency regulating medical devices and
drugs



FHIR

FIPS

HIPAA

HITRUST
IAL2
LLM

LOINC

MCP
MFA

NIST

NPI
PHI

PQC

QHIN

RxNorm

SMART

SNOMED
CT

SSO
TPO

USCDI

Fast Healthcare Interoperability Resources — Modern standard for
health data exchange

Federal Information Processing Standards — Government security
standards

Health Insurance Portability & Accountability Act — Core law protecting
patient privacy

Health Information Trust Alliance — Security certification framework
Identity Assurance Level 2 — Verifies you are who you claim to be
Large Language Model — Type of Al system (like ChatGPT)

Logical Observation Identifiers Names & Codes — Codes for lab tests
and observations

Model Context Protocol — Al compliance gateway for data protection
Multi-Factor Authentication — Login requiring multiple proof types

National Institute of Standards & Technology — Agency setting security
standards

National Provider Identifier — Unique 10-digit ID for healthcare providers
Protected Health Information — Any data that can identify a patient

Post-Quantum Cryptography — Encryption safe against quantum
computers

Qualified Health Information Network — Network connecting health
information exchanges

RxNorm — Standardized naming for medications

Substitutable Medical Apps, Reusable Technology — App framework for
EHR integration

Systematized Nomenclature of Medicine — Comprehensive clinical
terminology

Single Sign-On — Log in once, access multiple systems
Treatment, Payment, Operations — Standard HIPAA consent purposes

United States Core Data for Interoperability — Required data elements
for health exchange



Key Takeaways

Meeting the 26 CMS criteria is the baseline for 2026 compliance.

FHIR is the modern standard for how health data gets exchanged.

USCDI defines what data gets exchanged.

Post-quantum cryptography isn't about tomorrow's threat—it's about protecting data that
exists today.

Al governance requires new consent frameworks that go beyond traditional HIPAA.

The PQC+ platform layer adds security longevity and Al governance needed to future-proof
your organization.
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